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Intel's Hybrid Cloud program 
now includes pay-as-you-go 
software for small businesses. 



I NetApp Adds Cloud 
Features To Storage 
Management Software 

NetApp's OnCommand 
Management Software 
is designed to help IT 
professionals manage 
their NetApp storage ar- 
rays. NetApp recently 
added new features to 
the software that will 
add cloud management 
capabilities for managing 
shared IT infrastructures. 
Partner companies of- 
fering products that 
integrate with NetApp 
OnCommand include 
BMC, CA, Fujitsu, Mi- 
crosoft, newScale, Tivoli, 
and VMware, NetApp 
announced. 



I Intel's Hybrid Cloud Offering 
Is Made For Small Business 

Intel's new AppUp Small 
Business Service is another 
entry in the growing area of 
subscription-based computing 
services for businesses. Geared 
specifically toward smaller busi- 
nesses, AppUp uses a hybrid 
cloud approach, combining 
businesses' locally stored data 
with Intel's lineup of business 
applications. Intel and more 
than a dozen other companies, 
including Microsoft, Intuit, and 
McAfee, provide the software. 
AppUp Small Business Service 
runs on Intel's Hybrid Cloud 
platform and is now available to 
IT service providers and man- 
aged service providers in North 
America and elsewhere. 

I Qualcomm Adds To 
Semiconductor Assets 

Qualcomm announced an 
agreement with Rapid Bridge 
to acquire the company's assets 
and bring Rapid Bridge's team 
and operations into Qualcomm's 
CDMA Technologies group. 
Rapid Bridge, with offices in 
San Diego and Bangalore, has 
focused on designing integrated 
circuits that can be used more 
flexibly than other designs and 
for a lower cost. Well known 
as a semiconductor company, 
Qualcomm has also invested 



heavily in software and services. 
Additional terms of the acquisi- 
tion were not released. 

I Fujitsu Brings Global Cloud 
Platform To North America 

Fujitsu's Global Cloud Platform 
is an IaaS (infrastructure-as-a- 
service) solution that includes 
a virtual server system for 
businesses seeking to develop 
applications in a low-cost, low- 
overhead environment. Already 
available in Japan, Australia, 
Singapore, and the UK, the 
Global Cloud Platform is now 
available in North America. For 
now, according to a statement 
from Fujitsu, organizations can 
use the Global Cloud Platform 
for testing, development, and 
high-performance processing; 
the general release will occur 
on Sept. 1. 



I Symantec To Acquire 
Ediscovery Company Clearwell 

Security software company 
Symantec is in the process of 
buying Clearwell Systems for 
$390 million, an acquisition that 
is set to conclude in September. 
Clearwell Systems, based in 
mountain View, Calif., is a leader 
in the area of e-discovery, pro- 
viding solutions for regulatory, 
litigation, and other needs for en- 
terprise businesses, government 
agencies, and law firms. "By 
joining forces and combining the 
industry's leading archiving solu- 
tion with the industry's leading 
e-discovery solution, we will be 
uniquely positioned to deliver a 
seamless, integrated information 
governance workflow, benefit- 
ting both Symantec and Clearwell 
customers," said Aaref Hilary, 
president and CEO of Clearwell 
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I SanDisk Completes Enterprise 
Storage Acquisition 

Flash memory storage manu- 
facturer SanDisk has com- 
pleted its purchase of Pliant 
Technology, a Milpitas, Calif .,- 
based company specializing 
in SSDs (solid-state drives) for 
enterprise use. SanDisk's an- 
nouncement indi 
cates Pliant 
Technology 
will become 
SanDisk's 
new Enterprise 
Storage Solutions 
business. In timely 
but unrelated news, 
SanDisk also announced two 
new SSD products: the U100 
SSD, with capacities ranging 
from 8 to 256GB, for ultra-thin 
notebooks; and the ilOO SSD, 
with capacities ranging from 8 
to 128GB, for tablets and ultra- 
thin notebooks. 

I Toshiba Invests In 
Smart Grid Business 

Toshiba will expand its in- 
vestments in environmental 
concerns with the planned ac- 
quisition of Landis+Gyr, a Swiss 
company with an international 
presence in smart grid tech- 
nology for utilities management. 
According to Toshiba's press 
announcement, the $2.3 billion 
acquisition will bolster Toshiba's 
involvement in the Smart 
Community business. Hideo 
Kitamura, corporate executive 
vice president for Toshiba, said 
in a press statement, "Together 
with Landis+Gyr, we will ac- 
celerate the development of our 
combined product and service 
portfolio to empower utilities 
and their end customers and 
to provide sophisticated Smart 
Community solutions in the 
global market." 



I VMware Expands Access 
To Cloud Apps 

Having the ability to simultane- 
ously disconnect (physically, as 
from the office and computers) 
and connect (wirelessly, to every- 
thing) is becoming increasingly 
important, if not downright 
expected, in our personal 
and work lives. To 
that end, VMware 
released Horizon 
App Manager, 
the first 
piece of 
its Project 

SanDisk's i100 SSD storage for 
tablets and ultra-thin notebooks. 

Horizon vision outlined last year. 
Horizon App Manager gives 
users a single sign-on through 
a "storefront"-like interface to 
access both work and personal 
cloud applications. The soft- 
ware also comes with 
numerous IT manage- 
ment controls and sup- 
port for many device 
types and browsers. 

I Carbonite Introduces 
Online Backup 
For SMBs 

Founded in 
2005, Carbonite 
has become 
a familiar 
name in online 
backup services 
for home users 
and small busi- 
nesses. Now the 
company has 

launched Carbonite Business, 
a backup service for SMBs. 
Carbonite Business accommo- 
dates an unlimited number of 
computers and provides access 
to stored data via any device 
via the Internet, as well as file 
encryption and support. Another 



version, Carbonite Business 
Premier, handles Windows file 
server backup, offers greater 
capacity, and includes Carbo- 
nite's Valet Setup and Rapid 
Recovery services. 

I Apple's Announcements 
Include Business Productivity 

By now the news is everywhere 
that Apple has announced up- 
coming OSes (Mac OS X Lion 
for the Mac and iOS 5 for mobile 
devices) and iCloud, a backup 
service that, for the time being, 
focuses on iTunes. But there are 
some aspects of these announce- 
ments that are especially relevant 
to business. Apple's iWork pro- 
ductivity suite is now available 
for the iPhone and iPod touch, 
making it possible to work on 
quality documents and presenta- 
tions without an iPad or Mac; 
Mac OS X Lion, set for release 




Numbers for iOS is part of Apple's iWork app. 

(Image courtesy of Apple.) 



in July, includes support for 
Microsoft Exchange 2010 and 
adds a Conversation feature for 
easier communications; and iOS 
5, set for release in the fall, will 
include the full version of iCloud 
to help users keep all of their data 
synchronized across devices. 



I CA To Offer Hosting 
Via Verizon's Enterprise 
Cloud Service 

Verizon CaaS (Computing 
as a Service), currently in 
field trials, is designed for 
enterprise businesses in- 
terested in using a hybrid 
cloud environment for their 
computing and data storage 
needs. CA Technologies re- 
cently announced that its 
IT management software, 
PPM (Project And Portfolio 
Management), will be of- 
fered through Verizon CaaS. 
As with Verizon CaaS, CA's 
PPM is built to be scalable 
and adapt to the expanding 
needs of larger businesses. 

I Novell's New BSM 
Software Designed For 
Cloud Management 

Novell's Operations Center 
5.0 software is now avail- 
able. A business services 
management solution, the 
new product provides IT 
departments with the ability 
to manage cloud services, 
whether they are public 
or private. The product 
also addresses the collab- 
orative needs of today's 
companies with features 
that permit many users to 
update data as necessary. 
"Novell Operations Center 
brings together the available 
information about infra- 
structure state and service 
performance in an intuitive, 
business-centric presenta- 
tion," said Michele Hudnall, 
Novell solutions marketing 
manager, in a statement. 
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I SuVolta Unveils 
PowerShrink Platform 

SuVolta, a Los Gatos, 
Calif.,-based startup that 
develops and licenses 
semiconductor technolo- 
gies, recently introduced 
its PowerShrink plat- 
form, which aims to cut 
microprocessors' "active 
power consumption in 
half (or more)" without 
a performance hit or ad- 
ditional costs to extend 
the battery life of de- 
vices using the platform. 
"Power consumption 
has become the limiting 
factor in the amount of 
functionality that can 
be packed into mobile 
computing devices like 
smartphones, tablets, 
and notebooks," stated 
Dr. Bruce McWilliams, 
SuVolta CEO and 
president. "Lowering 
semiconductor power 
consumption has far- 
reaching benefits for the 
range of applications 
and products that can be 
developed." McWilliams 
stated that SuVolta is 
providing a technology 
platform that is "ad- 
vancing the possibilities 
from continued scaling 
of planar, bulk CMOS 
technology." SuVolta 
accompanied the an- 
nouncement by also 
detailing that Fujitsu 
has licensed its Power- 
Shrink technology. 



I Energy-Management Provider 
JouleX Raises $17 Million 

JouleX, an Atlanta-based com- 
pany founded in 2009 that 
provides enterprise-class energy- 
management systems for data 
centers, facilities, and distributed 
office spaces, recently raised $17 
million in a round of financing. 
The company stated that it 
will use the funds to extend its 
development and sales reach in 
global growth mar- 
kets. Currently, the 
company has global 
offices in Kassel, 
Munich, Paris, and 
Tokyo and has about 
100 customers. Among those 
included in the recent round of 
funding is Intel Capital. 

JouleX CEO Tom Noonan 
stated that the recent invest- 
ments will enable JouleX to "ac- 
celerate the introduction of our 
JouleX Energy Manager family 
of products into regions around 
the world where optimizing 
energy usage and driving energy 
efficiency are mission-critical for 
conducting business." JouleX 
Energy Manager is billed as the 
first network-based, agentless 
energy-management system 
that charts energy usage of all 
network-connected devices and 
systems. That, in turn, provides 
companies using the product 
visibility into their energy usage 
enterprise-wide, leading to cut- 
ting costs through monitoring, 
analyzing, and controlling power 
consumption all without any 
client-side agents or hardware 
meters required. Because no 
agents are required, the 
company states, it is able to 
drastically reduce installation 
times and maintenance tasks 
that similar technologies rely 
on. Overall, JouleX states that 
Energy Manager can lead 



to up to 60% energy-related cost 
reductions for companies while 
simultaneously offering reports 
that enable compliance with 
carbon-monitoring requirements. 

I AMD Invests In 
Videoconferencing 
Provider ViVu 

CPU manufacturer AMD has 
invested an undisclosed sum in 
Cupertino, Calif.,-based ViVu, 



joulex 



which makes videoconferencing 
solutions for enterprises, in- 
cluding those supporting HD- 
quality video content. Via the 
AMD Fusion Fund program, 
AMD invests in companies that 
use its Fusion APU (accelerated 
processing units) products for 
digital consumer and profes- 
sional products. Among the 
next-gen video applications that 
ViVu is developing using Fusion 
APUs is VuRoom, a videocon- 
ferencing solution and wireless 
display technology that enable 
wireless, real-time 1080p HD 
video streaming from AMD- 
powered notebooks to network- 
connected display devices 
without additional hardware 
required. "HD video collabora- 
tion can be enabled 
from nearly 
every desktop 
with AMD Fusion 
APUs, delivering 
a big improvement 



from expensive room-based 
services for enterprise-quality 
video," stated ViVu CEO and 
founder Sudha Valium. 

I ThinkFuse Raises Funds For 
Status Reports-Based Effort 

Seattle-based ThinkFuse report- 
edly raised $500,000 in angel 
investments recently for its sub- 
scription-based application that 
enables enterprises to gather, 
track, and search status reports 
in private email. ThinkFuse 
describes itself as an enterprise 
SaaS provider that "turns status 
reports into a powerful business 
tool" and that "helps everyone 
in an organization understand 
what everyone else is working 
on — and how their efforts im- 
pact the whole." Founded in 
2010, the four-person startup in- 
cludes former Microsoft, Google, 
and Amazon.com employees. 
CEO Aydin Ghajar recently told 
TechFlash.com that rather than 
copy Facebook or Twitter and 
force it into the enterprise as 
some competition does, "we're 
starting with something busi- 
nesses already do (status reports) 
and we're making them more 
useful. The behavior change 
required to use our product is 
really minimal." ThinkFuse is 
currently in private beta. 
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1 NFC Technology To 


1 Cloud Computing Providers Allocate 




Expand In Next Three Years 


10% Or Fewer Resources To Security 




Juniper Research is fore- 


In a survey of 127 cloud computing providers, the Ponemon 




casting that nearly 300 mil- 


Institute found that the majority of cloud computing providers 


§g 


lion smartphones with NFC 


believe it is the customer's responsibility to secure the cloud. 




(near-field communication) 


On average, they allocated 10% or less of their operational re- 


OL > , ^Kk 


technology will be in use 


sources to security. 




by the end of 2014. Device 


In addition, the cloud providers in the study indicated that 




makers, mobile operators, 


the primary reasons customers purchased cloud resources 


^"V* ^ 



and service providers, 
including Google Wallet, 
have announced planned 
availability of the technology. 
NFC technology can facilitate 
mobile commerce and secu- 
rity for applications such as 
mobile ticketing, mobile pay- 
ment, device pairing, identity 
management, access control, 
and retail marketing. Juniper 
also predicts that North 
America will account for half 
of all NFC smartphones by 
2014, and that service com- 
plexity will be a challenge 
due to the number of entities 
involved, such as banks, mo- 
bile operators, transportation 
companies, and merchants. 

I Pew Internet Finds More 
Adults Using Twitter 

Pew Internet's June 2011 
Twitter survey found that 
13% of online adults use 
Twitter, a significant increase 
from the 8% of online adults 
identifying themselves as 
Twitter users in a November 
2010 survey. Pew Internet 
also noted that 95% of Twitter 
users own a mobile phone, 
and half of Twitter users ac- 
cess the service on their hand- 
held devices. Additionally, 
Twitter use by Internet users 
ages 25 to 34 has doubled 
since late 2010 (from 9 to 
19%), and usage by those 
aged 35 to 44 has also grown 
significantly (from 8 to 14%). 



were lower cost and faster deployment of applications. 
Improved security and compliance with regulations were 
viewed as unlikely reasons for choosing cloud services. 
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I Apple iPad Dominates 2010 Media Tablet Market 

According to full-year figures reported by ABI Research, the Apple 
iPad accounted for 85% of worldwide media tablet market share in 
2010. The Samsung Galaxy Tab was second with approximately 8% 
market share, and the Archos Internet Tablet came in third at 2%. 
These top three media tablets made up 95% of the market. 

With the media tablet landscape changing, the figures will likely 
. ^/MEEIJI be different in 2011. "Many new entrants are 
looking to differentiate them- 
selves from the $600- 




Archos internet lab let 
■ All Others 

Source: ABI Research 



plus average selling 
price of the iPad, 
so low-feature and 
low-cost designs will 
become common," 
says Jeff Orr, senior 
practice director at 
ABI Research. 



1 44 Billion Mobile Application Downloads By 2016 

An ABI Research study estimates that mobile application down- 
loads by 2016 will reach the 44 billion mark. Apple continues to 
lead the number of mobile application downloads, but Android 
and Windows Phone 7 downloads are catching up as their applica- 
tion availability and mobile OS installed base grows. The mobile 
app market is expected to evolve with the addition of new smart- 
phones, tablet devices, and users. 



w 



I Android-Based 
Smartphones Most 
Popular, Use Most Data 

A Nielsen survey of 
mobile consumers in 
April revealed that 36% 
of smartphone con- 
sumers now have an 
Android device, com- 
pared to 26% who have 
Apple iOS smartphones 
(iPhones) and 23% who 
have RIM BlackBerry. 
And consumers with 
Android and Apple iOS 
smartphones exhibit 
data-intensive usage. 
An analysis of nearly 
65,000 cell phone bills in 
the U.S. reveals that in 
the first quarter of 2011, 
Android smartphone 
owners consumed an 
average of 582MB of 
data each month, com- 
pared to 492MB for 
iPhone owners. 
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Shaping Business As We Know It 



by Nathan Lake 




Dr. Kristof Kloeckner, 

general manager, IBM Rational Software 



For years, 
IBM software 
has been pav- 
ing the way for 
today's businesses. 
Case in point: The 
late 1990s saw IBM 
launch e-business 
development tools 
that would help 
companies turn 
the Internet into a 
tool they could use 
to sell products, 
which cemented 
the foundations 
for e-commerce. 
With IBM cel- 
ebrating its 100th anniversary, we chatted with Dr. 
Kristof Kloeckner, general manager, IBM Rational 
Software, to explore how IBM's software business has 
changed over the years, as well as what we can expect 
for the future. 

Could you touch on some historical highlights IBM 
is celebrating in the area of software development? 
Kloeckner: IBM has made many contributions to the 
art and practice of software development, in particular 
programming languages, as well as fundamental algo- 
rithms and structures that drive many systems today. 
Software and software engineering has been a focus at 
IBM for some time, but in the mid-90s software became 
a very large, visible part of IBM's business. This point in 
time also coincides with the emergence of the software 



category we now call middleware, and IBM was a 
major part of shaping the perspective of middleware. 

People wrote programs that exploited the hardware 
directly, then basic support programs came up that 
evolved in operating systems, and then higher levels 
of abstraction like databases. Then, they had basic pro- 
grams that made them use computers, which culmi- 
nated in the creation of operating systems. Increasingly, 
people needed software to perform functions, such 
as creating a database. IBM was at the core of this in- 
novation; we invented the first relational databases, 
and before that, the large hierarchical databases. We 
came up with the concept of transaction processing, 
which essentially ensures the consistency of the out- 
comes of data processing. These were concepts that we 
pioneered, and much of this started with mainframe, 
or shared, computing. We had to become clever about 
how we shared resources and provide a level of service 
that's appropriate to your business needs. 

To what extent has the shift from mainframe systems 
to PCs affected IBM's software business? 
Kloeckner: The introduction of the PC introduced 
a whole new host of applications. However, I find 
equally important IBM's contributions to the early 
Internet, especially its commercial use. I was lucky 
enough to be part of the software that IBM created to 
allow applications and systems to communicate with 
each other. It broke down barriers between enter- 
prises, as well as barriers between people. I was also 
involved in developing one of the first commercially 
successful workflow applications that orchestrated 
people's work, as well as the programs and docu- 
ments they used to support a business need. 

IBM was responsible for the concept of message- 
based integration, which grew into a franchise that 
enabled the creation of service-oriented architecture. 
What made it all work were two concepts. First was 
that you needed to integrate people, processes, and 
data in the business. And you needed to combine the 
interactions of people with the company's value chains 
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through what we call e-business. From there, e-business 
evolved into service-oriented architecture, and now 
we are looking at smart services, and delivering more 
services over the Internet as cloud computing. All of 
this together is very much at the heart of IBM's software 
business, it constitutes our "genes," and they lead to the 
creation of things like IBM's WebSphere and the Java 
community. IBM was also part of the development 
of email and messaging communication, as well as 
social software. When you look at the next wave of tech- 
nology, such as cloud computing and mobile devices, 
it's amazing to see how far we've come. As we continue 
to connect, we gather much more information, and now, 
we're learning how to unleash that data by applying 
analytics and optimizing how systems work. 

In many of today's most advanced products, most 
of the innovation is embodied in software. For ex- 
ample, a surgical robotic system contains almost 2 
million lines of code; a 



at e-commerce and see how we've made it smarter, 
or think about how intelligent software can provide 
insight into the supply chain. 



modern car contains on 
average around 10 million 
lines of code. IBM's evo- 
lution is mirrored by the 
importance of software as 
a driver of the products in 
our civilization. Software 
allows us to deliver ser- 
vices better and capture 
knowledge that can be re- 
used. IBM software is the story behind the story. You 
look at a piece of software and think that's not very 
exciting. But when you sit in the car that was actually 
built using IBM's software tools, you gain an apprecia- 
tion for the software design. 



What does IBM Rational offer to businesses seeking 
to reduce costs and still bring together employees? 
Kloeckner: IBM Rational produces the tools teams need 
to collaborate across the life cycle of developing soft- 
ware products or services — or products that embed 
software. Many of our customers are at small and 
medium-sized businesses that have software and en- 
gineering teams of 50 to 100 employees. For develop- 
ment teams of all sizes, including SMBs, we deliver 
the tools that allow the individual developer to be 
more productive, as well as for teams to efficiently 
collaborate from design to development, to testing, to 
exchanging feedback, and ultimately to delivery. 
IBM Rational helps to eliminate the various in- 
efficiencies, such 

"IBM software is the story behind the 
story. You look at a piece of software 
and think that's not very exciting. But 
when you sit in the car that was actu- 
ally built using IBM's software tools, 
you gain an appreciation for the soft- 
ware design." Dr. Kristof Kloeckner, 
general manager, IBM Rational Software 



as redoing what 
people have done 
before. It makes the 
employees' work 
easier, and for busi- 
ness management, it 
provides visibility to 
the process. For ex- 
ample, if you have a 



business regulation, 
you can capture the requirement and track the fulfill- 
ment of that requirement throughout the entire life 
cycle. This can be important for anything that must be 
approved by a governing body, such as the FDA or 
healthcare industry. 



How have business collaboration needs changed 
over the past few years, and how has IBM responded 
to those changes? 

Kloeckner: First of all, it's important that IBM became 
one of the globally integrated enterprises, so we exer- 
cise business collaboration within IBM and across our 
value chain, including with our clients and partners. 
Thus, we understood the need and embraced it to 
make it work for us. When you think about something 
like LotusLive, which is essentially cloud services for 
collaboration between people and enterprises, we use 
it internally as well. The whole topic of business collab- 
oration also brings up what IBM Rational is all about. 

Whenever you develop a product or service, you 
are engaging in collaboration with a business purpose. 
Now, development teams are spread out across the 
globe, so you have another dimension where business 
collaboration becomes essential for you to get the job 
done. There are many examples of how you can use 
IBM Rational to improve processes. For example, look 



Are there any other software initiatives on the ho- 
rizon our readers will be excited to hear about? 
Kloeckner: Think about what was behind Watson — 
mainly the ability to process large amounts of data in 
real time and come up with answers. Imagine if you 
applied Watson to something with a more substantive 
social impact, such as medicine. The whole area of big 
data and analytics is involved in an internal project we 
have called "big insight," because that's what you re- 
ally want to get out of Big Data. That is very exciting, 
and if you combine it with social software, people will 
be able to share insights and come up with some sensa- 
tional applications. And when you add something like 
mobile access to the analytics, you've got a potent mix- 
ture of tools at your disposal. This complete software 
life cycle approach is unique to IBM. We're also con- 
cerned about securing our clients' software, from initial 
code through to end application. Overall, it comes 
down to ensuring the software is reliable, reusable, and 
highly relevant to the business needs. ▲ 
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E-business Beyond 



IBM & The Changing 
Face Of Commerce 



by Andrew Leibman 





Craig Hayman, 

general manager, industry solutions, IBM Software Group 



During the 
week of 
IBM's 
centennial cel- 
ebration, 
spoke with Craig 
Hayman, general 
manager of in- 
dustry solutions 
for IBM's Software 
Group, to find out 
how IBM's e-com- 
merce offerings 
have grown along 
with the market. 

^^^^^^^^^^^^^^^^— IBM is currently 
celebrating its 100th birthday. Looking at the past 
couple of decades, what role has IBM developed 
within the e-commerce market? 
Hayman: When we first started using the term "e- 
business," that really spawned quite an evolution 
that we and others participated in. I think that was 
a big moment and something we take for granted 
today on all forms of electronic commerce, whether 
it's social media or mobile or Web browsers or wher- 
ever; it's just this expectation that when you buy 
something online, it's connected to some backend 
fulfillment system of some form. That's sort of the 
mid-'90s. You can go all the way back to even SABRE 
[Semi- Automatic Business Research Environment; a 
computer reservation system that automated airline 
bookings], which we still had in the '60s and 70s. 
Before that point in time, when you would go to an 
airport and check in, there would be a rolodex of 
seating available for that particular flight. When the 
airline industry grew dramatically, IBM built the 



system for electronic ticketing, which is still in use 
today. These are just two examples of some of IBM's 
more substantial contributions to e-commerce. IBM 
even invented the ubiquitous bar code that is now on 
almost all consumer products. 

In terms of e-commerce, what are some of the most 
striking challenges and opportunities facing busi- 
nesses today compared to a few years ago? 
Hayman: Consumers have never been more em- 
powered. Their ability to get information from 
consumer reviews and pricing opinions is unprec- 
edented. But imagine the role of the purchaser 
who's trying buy goods to stock the stores, or the 
role of marketing professionals: Their challenge 
is how to best connect with those consumers and 
learn what they value, because whatever a com- 
pany considers to have value is not the same as 
what a consumer considers to have value. 

What sizes and types of businesses does IBM 
WebSphere Commerce serve? 
Hayman: I'm sure you're aware of IBM's ability 
to scale to some of the largest volume, highest 
throughput deployments around the world. Equally 
as important is our ability to serve much smaller 
businesses in terms of helping them understand 
their Web presence through social marketing and 
social media. If you were to walk through any retail 
mall in North America, probably 50% of the brands 
that do business in that mall are IBM customers. 

What are the main differences between the 
Express, Professional, and Enterprise versions of 
WebSphere Commerce? 

Hayman: IBM offers products that are fit-for-pur- 
pose. My analogy would be cars. There's a sports 
car, there's an SUV, and there's a sedan. They all 
do the same thing, but they have different dy- 
namics based on what you're going to do with 
them, such as if you're going skiing, going for a 
nice summer drive, or taking the kids to school. You 
know how to operate each one, and you can move 
freely between each one. We have a similar ap- 
proach between the different editions of WebSphere 
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Commerce. Express is more for small and medium- 
sized businesses, Professional adds more capa- 
bilities, and Enterprise is for some of the largest 
commerce sites in the world, capturing hundreds of 
thousands of orders per day, with zero downtime. 

How does IBM address the mobile commerce 
needs of businesses? 

Hayman: As you know, mobile is exploding. We see 
shoppers and buyers across the B2B and B2C space 
moving between channels. So they'll be shopping 
online through a browser in a work environment, 
and they'll jump to a mobile device, and then to a 
kiosk in a store. So what we do is take the approach 
that allows our customers to deliver the same experi- 
ence, interactions, and targeted offers, whether they 
take place through the mobile Web, Facebook, the 
dot-com, or the in-store environment. On mobile, we 
provide out-of-the-box support for smartphones and 
feature phones, as well as optimized out-of-the-box 
experiences for specific devices, such as iPhone and 
Android. We do this because, depending on the ge- 
ography, you have different preferences for different 
devices. For instance, in India there's an incredible 
penetration of feature phones and not a lot of smart- 
phones, whereas in North America the smartphone 
penetration is much higher. Within Apple's class of 
devices, we also have experiences for iPad vs. iPhone 
and again for Android. Our customers can take those 



Social media has proven to be crucial to branding 
efforts. To what extent is social media relevant to 
businesses generally? 

Hayman: Everyone is talking about social media. 
We've come a long way since Bruce Springsteen's 
"57 Channels (And Nothin' On)" and Queen's 
"Radio Ga Ga," which lamented the end of radio 
and the emergence of TV. But these industries have 
moved on in a very short period of time, and social 
media is influencing a lot of people's purchasing 
decisions. There's a view of paid media, including 
paid advertising, as opposed to earned media, 
which is a consumer representing a product or 
brand because they believe in it, are passionate 
about it, and follow it. We see the value of earned 
media shortly surpassing the value of paid media. 
No one has enough money to overcome the earned 
media exposure. So right now, you have to make 
sure your paid placement is applicable to social 
media and your brand experience can fit within 
social media, which can be very powerful. IBM 
WebSphere Commerce allows you to have a 
Facebook experience that includes the same offer- 
ings as those that exist on your regular dot-com site. 

IBM recently announced it had expanded its 
Smarter Commerce initiative. Can you touch on 
some of the components of that expansion? 
Hayman: Smarter Commerce is an effort that has 
been over two years 



"We are all consumers, and consumers like being 
able to access opinions and read reviews online for 
purchasing things like flat-screen TVs. Similarly, 
buyers in the B2B model assimilate these ideas." 

Craig Hayman, 

general manager, industry solutions, IBM Software Group 



and customize them for their branded experiences on 
all of those mobile devices. 

Are businesses" mobile e-commerce requirements 
typically B2C, B2B, or a combination of both? 
Hayman: We are all consumers, and consumers like 
being able to access opinions and read reviews online 
for purchasing things like flat-screen TVs. Similarly, 
buyers in the B2B model assimilate these ideas. If I can 
check opinions on a $1,000 TV, why can't I check opin- 
ions on a $5,000 battery that goes into a forklift that I'm 
procuring to go into my fleet? And they want to do 
that similarly through mobile. In my view, mobile in 
B2B is not such a driving force, but given that we sup- 
port B2B and B2C through a single platform, without 
being duplicate environments, we're able to bring all of 
those mobile capabilities to both B2B and B2C markets. 



in the making. We an- 
nounced it in March of 
this year, but only after 
we had completed the ac- 
quisition of Coremetrics, 
Sterling Commerce, and 
Unica, which consti- 
tute the core elements of 
Smarter Commerce. We also made sure we had 
a couple thousand customers running Smarter 
Commerce before we announced. In April we an- 
nounced the integration of the acquired compa- 
nies, and then [in early June] we announced the 
Smarter Commerce Business Partner Program to 
help us handle the volume of interest we're seeing 
from businesses. 



Is there anything on the horizon in terms of 
IBM e-commerce initiatives you'd like to share 
with our readers? 

Hayman: The role of analytics as it applies to enter- 
prise marketing is a very hot area that is not very 
well understood. Some hot things are happening 
there for us that I can't talk about right now, but 
we'll be back later this year to talk about them. ▲ 
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IBM Shapes 

THE CLOUD 

A Fundamental Shift In IT 



by Joanna Clay 




ic Telford, vice 
president of 
Cloud Services 
at IBM, took the time 
to answer some ques- 
tions about IBM's 
cloud computing solu- 
tions. Telford explains 
what cloud offerings 
the company has made 
available for enterprise 
and small to medium- 
sized businesses. 



Ric Telford, 

vice president, IBM Cloud Services 



The scope of 
IBM's cloud com- 
puting offerings 
seems to address all aspects of the market. Can you 
provide a little background about how IBM devel- 
oped its cloud strategy and point out some of its 
particular strengths? 

Telford: We look at different changes in IT and 
assess how we can help our customers in IT tech- 
nology get ready for "prime time." So, if you think 
back to what we did with Linux — a billion-dollar 
investment to make it robust enough to run pro- 
duction systems — we saw "cloud" as very similar 
in that cloud computing represented a way for 
companies to achieve more efficient delivery of 
IT. But there were a lot of challenges and concerns 
in security, performance, and availability. IBM's 
strategy has been focused on looking at how cloud 
computing can best help our customers implement 
their cloud strategy and address their concerns. 



There has been a great deal of hype about cloud 
computing, which makes it seem as though ev- 
eryone is jumping on the bandwagon. To what 
extent do you find that businesses are actually 
adopting cloud solutions? 

Telford: Our latest study shows that 60 to 70% of the 
customers we interviewed [from a survey of sev- 
eral thousand] are in the process of planning a pri- 
vate cloud-type project for this year. In other words, 
they're leveraging cloud computing inside their fire- 
wall. And about 30 to 40% have a similar plan for 
leveraging, or are currently using, a public cloud 
service provider. So we have a pretty good handle 
on what our customers are either doing or want to 
do. The other interesting statistic that I'll point out is 
from our CIO studies in 2009 and 2011. We asked the 
question, "What visionary plans do you have to help 
move your company forward?" We listed a bunch 
of different technology options. For the most part, 
things that people said in 2009 were similar in 2011. 
For example, at least 80% said business intelligence 
and business analytics. But for cloud, 33% said cloud 
computing is something they plan to implement; that 
jumped to 69% in 2011. It's not because it's the latest 
thing. Cloud computing is not a buzzword. Cloud 
computing is a fundamental shift in the way we'll 
do IT. It represents what some people call (and I like 
the term myself) "industrialization of IT." It allows 
you to move to a level of scale that you can't do with 
current processes. I equate it to the assembly line for 
building cars where you couldn't meet demand if 
you just build them by hand. 

Are IBM's cloud computing services suitable for 
businesses of all sizes? 

Telford: What we find is the larger the enterprise the 
more likely they are to go ahead and build a private 
cloud, as well. But smaller and medium businesses 
are embracing some of the IBM SmartCloud services 
so they don't have to do certain tasks internally. For 
example, LotusLive is a great solution for SMBs. 
Why does a small company want to run their own 
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email server? Or, run their own Web conferencing 
server when they can pay by the employee $3 to $10 
per employee per month for an email box and collab- 
oration spaces? All those are elements of LotusLive. 
Let IBM be your provider for those services. Why do 
you want to run those in-house? The goal of large 
enterprises is to make IT as efficient as possible. The 
goal of SMBs with cloud is that they don't really want 
to be in the IT business at all. They don't want to have 
system, email, and database administrators. IBM also 
has a broader portfolio of SaaS offerings and ana- 
lytics. We have made some acquisitions recently in 
the areas of Sterling Commerce, which has cloud so- 
lutions in B2B, and Coremetrics, which provides Web 
analytics. Generally speaking, cloud and SaaS gives 
us the ability to provide a broad range of these kinds 
of solutions for small, medium, and large companies. 

How does IBM respond to customer concerns 
about the security of their data when considering 
cloud solutions? 

Telford: Security issues are always at the top of the 
concern list. If a company is large enough, we tell folks 
you can get the best of both worlds through some type 
of private cloud approach. In other words, you can get 
the efficiencies of cloud but you don't have to make 
tradeoffs in your security models. IBM just announced 
the SmartCloud Enterprise Plus, which is a secure 
private cloud on a shared infrastructure. So you get 



there will be some set of services that they will run in 
a cloud delivered inside their firewall, and they will 
contract with cloud service providers for select work- 
loads in the public cloud. They'll connect the two of 
them because there is going to have to be integration 
of data and integration of business processes through 
a hybrid cloud model. Ultimately, what we now call 
hybrid cloud will be the new normal, where you can 
be selective in picking vendors or different workloads 
to provide IT software and services. 

IBM recently announced new high-performance 
computing cloud offerings. And, in April, you 
announced SmartCloud. Can you talk about these 
new offerings and what types of businesses they 
are relevant to? 

Telford: The IBM SmartCloud is our approach to ad- 
dressing the enterprise needs for both pre-production 
and production that's running in the cloud. It's deliv- 
ered in different models: shared, private, or public. 
There are different options based on your needs for 
availability, security, and price. It's not a one-size-fits- 
all approach. The HPC cloud is a good example of a 
workload. A high performance computing system 
generally requires a lot of computational power but 
not necessarily in real-time. Think of it approximately 
as the world of grid computing meets the world 
of cloud computing. It gives you the best of both 
worlds: It gives you the ability to have access to HPC 



"Cloud computing is not a buzzword. Cloud computing is a funda- 
mental shift in the way we'll do IT. It represents what some people 
call (and I like the term myself) Industrialization of IT.' It allows you 
to move to a level of scale that you can't do with current processes. 
I equate it to the assembly line for building cars where you couldn't 
meet demand if you just build them by hand." 

Ric Telford, 

vice president, IBM Cloud Services 



the efficiency of cloud because IBM hosts it on a shared 
infrastructure, but it essentially gives you the aspect of 
private cloud from a security perspective because it's 
physically isolated. 

Have you encountered a general trend among 
businesses toward private vs. public vs. hybrid 
cloud options? 

Telford: We talk about cloud today because it's some- 
thing new and something unique. In reality, if you 
fast-forward five years, this is going to become the 
norm. Cloud computing delivery models are going 
to be the new normal. Large enterprises are going to 
have a hybrid cloud. What we call hybrid cloud today 
is going to be the way IT is delivered, which means 



resources when you need them but not keep them 
locked up and underutilized when you don't. 

Looking ahead, where do you think current 
trends in cloud computing might lead us? 
Telford: As I mentioned before, cloud will become 
the new normal for IT services. The other inter- 
esting thing we see happening is a lot of industry- 
specific solutions being built as cloud. We see the 
cloud delivery model as perfect for very targeted 
applications and infrastructures, industry by in- 
dustry. I think the key point is that a lot of people 
associate IBM with big companies, but in reality the 
cloud is one of the ways that we are addressing the 
needs of small and medium businesses. ▲ 
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KEY POINTS 

▲ Securing commu- 
nications entails more 
than simple encryption, 
because sensitive informa- 
tion contained in messages 
can easily move outside of 
secure realms. 

▲ Strategies such as 
"defense in depth" 
deliver multiple layers 
of security to a business 
infrastructure to protect 
wide-ranging elements 
such as communications. 

▲ Encryption, authentica- 
tion, and VPN are crucial 
parts of the security toolset 
when it comes to security 
communications on a per- 
use or per-employee basis. 

A Understanding your 
communications security 
needs before you imple- 
ment solutions can go a 
long way toward ensuring 
your overall success in 
the venture. 




Communication 

LOCKDOWN 



Just Add Security 



by Christian Perry 



In a technology-driven world that equips the 
average worker with multiple means of com- 
munication, striving to secure those commu- 
nications can seem akin to stopping a raging 
stampede with a string of dental floss. But while 
daily electronic interaction with others might 
seem like second nature and perhaps no big 
deal, information remains a highly valuable com- 
modity to many businesses and other organi- 
zations. Ensuring those communications don't 
slip through to unintended parties can mean the 
difference between business as usual and a cor- 
porate meltdown. 

"Businesses need secure electronic communi- 
cations, because in today's business environment, 



a majority of operations happen electronically, 
whether it's videoconferencing, IM, email, or 
texting," says Jack Hembrough, chief execu- 
tive officer of VaporStream (www.vaporstream 
.com). "With the use of electronic communi- 
cations comes the risk of private information 
ending up in the hands or inbox of an unin- 
tended recipient. Since the birth of email, this 
issue of unintended recipients has plagued users 
and continues to bother them today." 

Beyond Encryption 

The process of securing electronic communica- 
tions stems from a basic need to keep informa- 
tion between a finite number of people. But this 



14 July 2011 / www.pctoday.com 



ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 




process is far more difficult than, say, securing an 
in-person voice conversation, in which the par- 
ties can retreat to an isolated location. The digital 
nature of electronic communications leaves the 
potential for intruders to eavesdrop through a va- 
riety of methods that often are much stealthier than 
someone standing around the corner from two 
people having a face-to-face conversation. Because 
electronic communications deliver boatloads of 
efficiency and flexibility, they now represent the 
primary means of delivering information between 
people in the business realm. 

"First and foremost, businesses should al- 
ways view all communications — whether internal 
or external — as sensitive data," stresses Dave 
Lowenstein, chief executive officer of Federated 
Networks (www.federatednetworks.com). "When 
you look at every email, memo, and report from 
that perspective, you should also understand that 
all computer users are operating in a highly hostile 
digital environment where information gets com- 
promised every day. Your company might not hold 
a trove of valuable financial information that could 
prove detrimental if hacked, as was the case with 
the recent Sony network breaches, but the increase 
in these incidents indicates a trend that should not 
be ignored." 

A spy-movie kind of scenario might depict se- 
cure communications as one person encrypting 
a message and sending it to another person, who 
then decrypts and reads it. This ability to encrypt 
messages, as just one example of secure commu- 
nications, has long been an option for businesses. 
But according to Hembrough, encrypted messages 
don't represent secure electronic communication. 
Before an encrypted message is sent and after it's 
received, the information it contains exists some- 
where on a storage medium, and it might also ap- 
pear on Exchange servers, on an archiving system, 
or on backup media somewhere on the network. 

"To be truly secure, one must have pre- and 

post-delivery control of electronic messages For 

example, a board member can accidentally leave a 
printed email with an earnings pre-announcement 
report in the airplane seat pocket where anyone 
can pick it up and potentially share the confidential 
report," Hembrough explains. 

Cover Every Base 

From an enterprise perspective, securing com- 
munications doesn't veer far from the standard 
responsibilities involved with securing other in- 
frastructure. In other words, if an organization's 
security in other areas is questionable, it's going 
to have a difficult time protecting the information 



a The new phenomenon of 
purposeful attacks on email 
archives is an emerging reason why 
businesses need to ensure the security 
of their electronic communications." 

—Jack Hembrough, 
CEO of VaporStream 



that flows through electronic communications. But 
under the assumption that security is in check in 
other areas, businesses will find that a wide range 
of technologies can work to secure communications 
in particular. The effective use of these technologies 
depends on the security strategy around communi- 
cations, says Rainer Enders, chief technology officer 
at NCP Engineering (www.ncp-e.com). 

"A viable security strategy, called 'defense in 
depth,' lays out a layered security approach to pro- 
tect resources and data communications. This kind 
of architecture serves, in essence, two purposes: 
the first is to protect the assets from unauthorized 
and malicious access, and the second is to protect 
electronic communications from eavesdropping," 
Enders says. 

Such a strategy upgrades a conventional fire- 
wall used for perimeter protection to a UTM (uni- 
versal threat management) model that filters and 
detects malicious code within data communication 
streams, Enders says. Also important in this strategy 
is the use of authentication and encryption, because 
authenticating the communicating peers and en- 
crypting the data in transit can protect communica- 
tions from leaking to a third, unauthorized party. 

Although simple username/password valida- 
tion is commonly used for authentication, secure 
communications can find more benefit in n-factor 
solutions, Enders says. The higher the numeral that 
sits in that "n" spot, the higher the security. For 
example, single-factor authentication might require 
only a username and password, but two-factor 
authentication could require both the username/ 
password and a number derived from a security 
token. Add in yet another requirement and you'll 
boost the security even higher and further protect 
a communication medium (such as email) from 
unauthorized access. 

As Hembrough explains, encrypting a message 
doesn't guarantee secure communication, because 
the information in that message could exist some- 
where outside of the message itself. However, en- 
cryption can also be applied to this information that 
lies outside of encrypted messages. Called data at 
rest, information residing on storage mediums or in 
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archival /backup areas can benefit from encryption, 
though Enders recommends using at least AES en- 
cryption with 128-bit key length, adding that older 
encryption techniques, such as 56- or 64-bit DES 
(Data Encryption Standard), are no longer regarded 
as sufficiently secure. 

Securing Individuals 

Unless an organization operates in a highly clas- 
sified or otherwise data-sensitive environment, 
equipping every inch of IT architecture with commu- 
nication-focused security can be overkill, but many 
organizations probably have at least some employees 
who need secure communications. On a per-use basis, 
encryption and authentication remain crucial com- 
ponents here, and experts recommend using both to 
protect transmissions that must remain confidential. 

Although in-house employees might enjoy pro- 
tection from enterprise-driven security methods, 
remote employees can be particularly vulnerable 

a Given that it's practically impos- 
sible to keep abreast of the latest 
and greatest hack tools and methods, it's 
better to look for generalized solutions 
that protect against multiple threat vec- 
tors, as well as those unlikely to be com- 
promised by the 'hack du jour.'" 

—Dave Lowenstein, 
CEO of Federated Networks 



to snoopers. In this case, the VPN (virtual private 
network) is generally regarded as the most effec- 
tive tool for protecting remote workers or mobile 
employees who need to communicate electronically 
with in-house staff. 

"VPN is the most common and universal ap- 
proach that allows extending company resources 
transparently to external resources," Enders says. 
"The IPSec VPN gateway will tie in with com- 
panies' LDAP [Lightweight Directory Access 
Protocol] directories for user authentication. 
Eventually, an additional two-factor authentication 
should be considered for higher security." 

Organizations requiring even higher levels 
of communications security should also consider 
using technology used to prevent the theft of per- 
sonally identifiable information, Lowenstein adds. 
These tools, including key loggers, sniffers, and 
screen capture tools, shouldn't necessarily be limited 
to employees that need big-time security, because 
Lowenstein says that the compromise of lower-level 
employees can impact the theft of communications 



among higher-level employees. These types of thefts 
are particularly evident in attacks such as spear 
phishing (phishing attacks geared toward specific 
individuals or organizations) and APT (advanced 
persistent threat; large, ongoing attacks undertaken 
by a large organization or government). 

And while remote desktop tools might seem like 
wondrously efficient methods for sharing informa- 
tion and ideas between employees, they can also 
open up the company network to intruders. Enders 
strongly advises against their use: "The devil is in 
the simplicity of the solution, and I have seen many 
incidents when [remote access tools] were used 
on public computers, and the next person using 
the computer could browse the corporate network 
from the previous user." 

Encryption, authentication, VPN, LDAP, and 
similar technologies can secure most communica- 
tions needs, but certain enterprises, contractors, 
military outfits, and other organizations requiring 
even more security can purchase phones and en- 
crypting devices that keep data in motion safe. 
Specialized wireless phones, wireline phones, and 
encryption appliances are available from various 
vendors and include built-in encryption to protect 
classified or otherwise sensitive communication. 
Keep in mind that some of these products require 
government clearance, so interested buyers should 
check with the dealer or the manufacturer for such 
requirements before making a purchase. 

Know Your Needs 

Determining the level of security you need 
plays a significant part in securing communica- 
tions because too little or too much can cause leaks 
on one end and big inconveniences on the other. 
According to Enders, the more specific your plans, 
the better your chances for success, so it's wise to 
assess your needs and be as detailed as possible. 

"Understand the limitations and potential scal- 
ability, along with the total ownership of the solu- 
tion. A free product, in most cases, is not free at all. 
You pay now or you pay later. So put a reasonable 
budget aside for this critical task. Consider how 
the solution will be implemented and managed. 
Don't just look at the technology from a functional 
or 'cool factor' perspective, but try to see to the 
overall picture. Try to anticipate users' needs and 
demands," Enders says. 

Hembrough agrees, adding that employees 
should have options on how they communicate. 
Although not every message needs to — or should — 
be transmitted over a secure channel, some mes- 
sages should be archived, or might be required to 
be archived according to regulations. A 
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Deliver even more impact to your digital messaging with the 
NEC V Series, commercial-grade, large-screen LCD displays 
that provide a cost-conscious solution for digital signage 
applications. These 32", 42" and 46" models feature 
rear-mounted speakers, a public display-grade panel that 
protects against permanent image retention and a full selection 
of inputs, which allows you to connect to a wide range of 
peripheral devices. The high-performance panel and an 
abundance of advanced technologies that promote extended 
use, along with an adaptable cabinet design, make the V Series 
ideal for retail and restaurant markets, as well as indoor venues, 
training facilities and corporate boardrooms. 
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Pull Employees Together Though Unified Communications 



by Christian Perry 



KEY POINTS 

▲ Unified communica- 
tions platforms pull 
together a multitude of 
communications methods 
to boost efficiency and 
decrease costs. 

▲ By delivering an at-a- 
glance status of contacts, 
the "presence" concept 
plays heavily into the 
overall success of UC 
technologies. 

▲ Conventional commu- 
nication headaches such 
as phone tag are mini- 
mized by UC platforms 
that let employees know 
when, where, and how to 
connect with others. 

A UC packages can be 
relatively painless to de- 
ploy, but concerns around 
the network, outages, and 
security remain a part of 
the overall transition. 




In a big bang exclusive to the enterprise universe, 
a stunning variety of communication methods 
have spread through businesses in recent years, 
in turn helping employees to stay connected and 
informed. However, that seemingly connected na- 
ture isn't always so connected, particularly if em- 
ployees tend to rely on just one or two of those 
methods, such as email, telephone, or instant mes- 
saging. The concept of unified communications 
seeks to remedy that problem by pulling together 
all of the disparate (or not-so-disparate) methods 
in an organization so that employees remain in the 
loop, regardless of what communication method 
they use or where they use it. 

"Unified communications can improve business 
efficiency by allowing people to connect to each 
other in multiple ways — voice, IM, email, calen- 
dars — using a single account," says Mark Dolecki, 
director at Arryve (www.arryveconsulting.com), a 
Seattle-based strategy consulting firm. "The ability 
to instantly see other people's availability makes 
it much easier to coordinate meetings. Setting up 
a conference call with multiple presenters and 

a For some, UC is synonymous 
with 'always available,' and it can 
be very addicting to have the power 
to connect at any time. Be mindful of 
others' availability, don't sacrifice clarity 
for the sake of brevity, and always 
remember that you are communicating 
with another person." 

—Mark Dolecki, 
director at Arryve 



participants located worldwide is the same as setting 
up a regular meeting. Collaboration no longer means 
having to be in the same room." 

Thanks to the power of today's networks, previ- 
ously disconnected communication mediums such 
as videoconferencing and voicemail can now live to- 
gether on one platform that's easily accessible through 
a cohesive interface. Live and non-live communi- 
cations are combined through a unified experience 
designed to treat communications as a single entity, 
rather than a bunch of different tools and products 
that are loosely related. The result — at least when 
properly implemented — is an environment conducive 
to more tightly connected employees, fewer missed 
deadlines, and more effective meetings. 

Communication Simplified 

UC platforms and deployments vary widely be- 
tween organizations due to the varied needs of orga- 
nizations themselves. For example, a business that's 
heavily invested in email communication might ben- 
efit most from a UC platform that uses email as its 
core and integrates other communication mediums 
such as videoconferencing, instant messaging, inter- 
active directories, and others. Regardless of the UC 
focus, a common denominator throughout UC plat- 
forms is the concept of "presence," which is loosely 
associated with the presence concept in instant mes- 
saging software (where users can see if others are 
available, away, busy, etc.). 

"UC's promise centers in its ability to stream- 
line the way we connect and collaborate, begin- 
ning with presence, which allows colleagues to see 
when we're available along with the best way to 
reach us — wherever we are," says Charles Studt, 
vice president of product management, IntelePeer 
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UC PERCEPTION 

If you think unified communica- 
tions entails videoconferencing 
and a few other modern com- 
munication tools, think again. 
A recent CompTIA study 
discovered that both end users 
and channel partners include a 
considerable range of elements 
in their perception of UC. 

Source: CompTIA' 's Unified 
Communications and Collaboration 
Market Trends study 
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(www.intelepeer.com). "With the increase in re- 
mote workers, this feature can deliver significant 
efficiency in productivity and operating expense." 

The booming mobility market has spawned a big 
rise in both mobile and remote workers in businesses 
of all sizes, in turn creating a need for communica- 
tion methods that can match the effectiveness of in- 
office communications. UC draws upon the power of 
multiple communication tools to create a synergistic 
employee base that's always connected, even if some 
employees are located across the country or even 
halfway around the globe. 

Although some UC platforms are inherently 
complex from a technology standpoint, they all 
strive to present a seamless, simple face to users 
that effectively hides the complexity behind it. If 
employees are familiar and comfortable with basic 
email and IM clients, they'll generally have no 
problem growing accustomed to UC platforms, 
which can blend those aspects and others into 
a single interface. Some platforms harvest con- 
tact information from existing resources, such as 
Microsoft Outlook and social networking plat- 
forms, and use it to populate the UC environment. 

The Case For UC 

Justifying the cost and work involved to deploy a 
UC platform can be difficult for businesses that might 
consider their communications to be working just fine. 
Yet even when employees seem to be communicating 
effectively with clients and each other, the difference 
made by UC can be striking, particularly to those un- 
familiar with the UC model. 

In a conventional enterprise environment, em- 
ployees often make calls to other employees, cus- 
tomers, clients, or other associates with no idea 
whether the person is available to receive a call. 
When the person isn't available, that's time wasted 
on both ends, from dialing the phone and leaving 
voicemail on one end to listening to the voicemail 



on the other. This same situation can prevent em- 
ployees from finding the right person at the right 
time to field a question or handle a request. 

Thanks to the presence aspect of UC, employees 
know who is available, when they're available, 
and how they're available. UC also presents new 
collaboration possibilities that often are far more 
accessible than discrete solutions. For example, 
employees can easily jump into a videoconference 
with available contacts and instantly enjoy the 
benefits of face-to-face communication, even if a 
contact is remote. 

a Do your homework up front. The 
right system will boost your pro- 
ductivity and efficiency while reducing 
operational costs. Make sure what 
you're getting meets your needs." 

—Charles Studt, 
vice president of product management, IntelePeer 



The all-in-one (or most-in-one) UC approach 
can also lift a big burden from IT's shoulders, since 
technicians won't encounter as many hassles in- 
volving disparate programs and tools. "Moving 
to a UC solution can dramatically reduce the IT 
costs involved in the support and administration 
of multiple conventional communications systems, 
especially when moving to a hosted solution. Single 
sign-on reduces account management overhead 
while at the same time making it simpler for em- 
ployees to connect. Everyone in the organization 
benefits when you are focusing on the business 
instead of the technology," Dolecki explains. 

Tread Carefully 

Embarking on a UC transition is typically no 
small feat, especially for businesses with entrenched 
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Elements Most Strongly Associated With UC 



Not all unified communi- 


End Users 


Channel Partners 


cation deployments are the 
same due to differences 




Moderately 
Associated 


Strongly ' Moderately Strongly 
Associated Associated Associated 


not only in the technology 
itself but also the organi- 
zation's philosophy and 


Email 
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67% 27% 60% 


Web conferencing 
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65% 33% 57% 


approach to communica- 


Unified messaging 
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64% 34% 49% 


tion. According to a recent 
CDW study, organizations 
typically choose specific 


Videoconferencing 
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Audio conferencing 
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UC approaches that best 


IP communications 


34% 


52% 


31% 


meet their needs. The 
following chart reflects re- 
spondents' answers when 


VoIP (Voice over IP) 
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Collaboration (e.g., whiteboards) 


33% 


51% 
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38% 44% 


asked which UC approach 


IM (instant messaging)/chat 


35% 


33% 51% 


most closely represented 
that of their organization. 


Telepresence 


31% 


49% 34% 47% 


Integration with other systems (e.g., CRM) 


33% 


46% 32% 46% 


Source: CDW 2011 Unified 
Communications Tracking Poll 
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WHY CHOOSE UNIFIED 
COMMUNICATIONS? 

Organizations deploying 
unified communications 
typically seek multiple 
benefits from the tech- 
nology, but some happily 
discover hidden advan- 
tages after UC is fully 
deployed. Following are 
the top UC benefits, as 
selected by respondents 
to a recent CDW study 
(respondents were asked 
to select all of the benefits 
most important to their 
organization). 



communication processes and technologies. 
However, experts tend to agree that the difficulty 
level rides heavily on the organization size and the 
types of services required. 

For example, Dolecki notes that a small or me- 
dium-sized business could quickly get started with 
a hosted (that is, cloud-based) email, IM, and cal- 
endaring platform without facing the hassle of con- 
figuring on-site servers. On the other hand, large 
organizations with existing phone systems across 
worldwide sites would require additional plan- 
ning expertise, along with the recommended task of 
hosting their own servers. 

'Today, it's much easier to get started, particularly 
for small and medium-sized businesses," Studt adds. 
"We work with a lot of systems integrators and con- 
sultants who provide cloud-based UC for their cus- 
tomers, and they have packages that can be deployed 
quickly — within as little as a week." 

Although UC technologies have grown more 
user-friendly for both users and IT personnel, they 
still require careful consideration and planning. 
Dolecki says that businesses need to ensure their 
network is ready to handle increased traffic if 




Increased Reduction of More reliable Mass emergency More effective 

productivity operating costs communication notification use of remote/ 

of information mobile workers 

Source: CDW 201 1 Unified 
Communications Tracking Poll 



they're planning to integrate voice and videocon- 
ferencing. Also, he notes that when downtime oc- 
curs, it can affect all of the communication channels 
in a UC platform, so adopters will need plans in 
place to mitigate the risk of outages. 

Because UC allows data to be shared quickly 
through multiple channels, it's imperative that em- 
ployees understand the organization's security poli- 
cies and that malware protection covers the UC 
solution. Employees should also be trained to re- 
sponsibly use the new technologies, because the 
intrinsic power of presence awareness can lead to 
interruptions and similar problems that don't occur 
as often with conventional communication methods. 
Further, businesses interested in UC should be 
aware that communications won't be instantly uni- 
fied across all levels. "Once you cross your company's 
border, many of the benefits of unified communica- 
tions drop away. Coordinating with external contacts 
defaults back to a game of email and phone tag, and 
virtual meetings often involve a delay while attendees 
acquire and install the appropriate software required 
by the organizer's system," Dolecki warns. 

Studt recommends communicating with a 
service provider, because the 
wrong UC package can lead 
to deployment delays, quality 
and reliability issues, and high 
upfront costs. Finally, organiza- 
tions should consider selecting 
providers that already serve 
customers that are similar in 
size and requirements to their 
own business. ▲ 
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KEY POINTS 

A Cloud-based CRM 
services deliver all the 
functions of traditional 
CRM systems but add 
several valuable aspects 
for businesses seek- 
ing flexibility. 

A Because cloud ser- 
vices use a centralized 
storage infrastructure, 
businesses no longer 
need to be concerned 
about data becoming 
isolated on individual 
users' devices. 

A The benefits provided 
by cloud-based CRM 
services can vanish if the 
always-required Internet 
connection isn't available 
for a user attempting to 
access the system. 

A Cloud services present 
the opportunity for exec- 
utives to re-evaluate their 
current CRM approach 
and devise simpler meth- 
ods for interacting with 
key players. 



Flexibility Fuels The Continuing CRM Transition To Cloud Services 




by Christian Perry 



Wrangling customer and prospect informa- 
tion has always been a tough endeavor, 
but businesses now face an avalanche of 
data culled from a variety of digital and non-digital 
sources. Arranging that data into a flexible, intuitive 
format can be impossible without a customer rela- 
tionship management solution designed to handle 
all those bits and pieces of ongoing customer infor- 
mation. Cloud-based CRM packages have the depth 
and function that rivals traditional products, but they 
also have several unique aspects that will continue to 
boost their adoption rates in coming years. 

"Cloud CRM applications were, perhaps, the earliest 
applications of cloud technology/' says Ken Athaide, 
vice president at National Analysts Worldwide (www 
.nationalanalysts.com). "They have proven, for many 
companies, to provide more functionality at a lower 
cost than internal systems. The success of these applica- 
tions is not a given: It requires thorough and detailed 
planning, regular and open communication, and tight 
management of the process." 

Can-Do Cloud 

a Using a cloud-based CRM 
structure means that funds al- 
lotted for IT costs can be allocated to 
more strategic activities instead of ap- 
plication hosting and support." 

—Ken Athaide, 

vice president at National Analysts Worldwide 

As shown by countless other application types, 
the cloud can easily accommodate processes that 
once existed only offline (or minimally online). 
According to Athaide, cloud services target all of the 



primary CRM needs of today's businesses, including 
the creation of a standard data framework for iden- 
tifying and tracking sales prospects and activities, 
building business development and customer service 
processes, reviewing and managing sales and busi- 
ness activities at all points between a company and 
its customers, and other requirements. 

From there, however, the similarities between 
cloud-based and in-house products encounter a sharp 
fork in the CRM road. Unlike in-house software that 
stores data on individual client devices, cloud CRM 
services feature centrally stored data. That aspect can 
have a tremendous impact on flexibility, Athaide ex- 
plains, because customer and prospect records can be 
shared across users rather than isolated on one user's 
device. The central storage also leads to instantly 
updated records when users connect to the database, 
regardless of where the users are located or if they're 
traveling. This design also boosts security by ensuring 
that account information remains intact in the cloud 
even when employees leave the company — IT no 
longer has to worry about retrieving all the CRM 
information from a departing employee's laptop or 
other device. 

Yet devices remain crucial in the cloud CRM 
model, perhaps more than in traditional CRM models. 
Virtually any device that has a browser can access 
cloud-based CRM applications, giving users the 
power to easily access and modify client data and 
communications from almost any location. Because 
there's typically no individual software (or hardware) 
to install or maintain, a big burden is lifted from IT's 
shoulders. This Web-focused approach also scales ef- 
fectively to organizations of almost any size. 

Although cloud services can benefit large enter- 
prises, they also deliver unique value for smaller busi- 
nesses. "Cloud-based CRM systems offer a way to 
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leverage much of the functionality of an enterprise 
CRM system without time and expense to pur- 
chase and host a like system," says Ralph Presciutti, 
partner, Tatum (www.tatumllc.com). "While prices 
vary from provider to provider, there are many 
options now available in the marketplace. In each 
case, the cloud model frees the business user from 
the typical involvement of IT purchase, setup, 
maintenance, support, backup, etc., thereby pro- 
viding for the initial provisioning in time to better 
meet the business demands." 

Darkness Overhead 

Not all aspects of cloud-based CRM are so over- 
whelmingly positive. A big challenge for businesses 
considering moving their CRM environment to the 
cloud is matching a service to both its needs and any 
in-house system it already uses. In fact, Presciutti 
notes that finding the right provider can be the most 
challenging part of moving CRM to the cloud. 

"It is important to fully understand and com- 
pare service-level agreements offered by each," he 
says. "While it is fairly straightforward to compare 
what is being offered, it is sometimes more difficult 
to ascertain what is not being provided for. These 
omissions will either negate some of the expected 
benefits, or, by forcing these omissions to be ac- 
counted for elsewhere, will drive the cost of the 
solution to a point where the cost/benefit of the 
solution is never realized." 

Another expected drawback is the culture shock 
that comes with a cloud service. Athaide says that 
some staff inevitably will use local client systems 
(such as spreadsheets and contact managers) out 
of habit, resistance to change, or a desire to keep in- 
formation to themselves. He adds that cloud CRM 
systems don't sync seamlessly with desktop tools 
such as Outlook, though the desktop application 
developers and CRM providers are addressing this 
issue as versions evolve. 

Further, the flexibility of cloud CRM services 
can go out the window if users have Internet con- 
nectivity problems. That need for a persistent 
Internet connection also raises the potential for se- 
curity issues, because unauthorized users can find 
a potential privacy goldmine if they manage to tap 
into a business' CRM service. Presciutti says there 
are many ways to address these security concerns, 
but each comes with a price that factors against the 
projected cost savings of the cloud service. 

Cloud Conversion 

CRM services in the cloud come in several vari- 
eties, including the popular "pay-as-you-go" option 
that lets businesses pay for services on a monthly 



basis. A rental option is also available from some 
providers. Still other services charge by the data 
volume used. Regardless of the service type, the 

a Choose your provider wisely. 
Understand their SLAs and what 
is being provided for as well as what is 
not being provided for." 

—Ralph Presciutti, 

partner, Tatum 

software you use will resemble standard desktop 
CRM applications for contact management, event 
tracking, service interaction, lead lists and genera- 
tion, and other functions. 

Although the variety and cost-effectiveness of 
cloud services might appear tempting to many busi- 
nesses, a cloud-based CRM system should not be 
the ultimate goal, says Roger Camrass, a Wipro 
Consulting Services (www.wipro.com) senior con- 
sultant. Instead, consider the simplicity of interac- 
tion with CRM for your direct and indirect partner 
sales forces, marketing functions, and customer ser- 
vice teams. A tangible business advantage derives 

a Over time it is highly likely that 
the majority of CRM applica- 
tions will migrate to the cloud, leaving 
traditional corporate CRM systems out 
in the cold." 

—Roger Camrass, 

senior consultant with Wipro Consulting Services 

from the flexibility and intuitiveness of a cloud- 
based CRM service, but user adoption remains key. 

"CIOs should be more proactive with respect to 
[the] cloud, especially where it concerns moves to 
public service [that is, away from internal systems] 
and thus out of their direct control," Camrass says. 
Camrass recommends that CIOs work closely with 
sales and marketing personnel to determine where 
cloud services can deliver benefits and develop a 
joint policy on their usage. 

From a financial standpoint, Athaide recom- 
mends conducting a detailed cost-benefit analysis 
with your business's CFO or other financial man- 
ager to help you judge the potential effectiveness of 
the cloud CRM system and its impact on the busi- 
ness. He also says to regularly update and review 
the financial model, particularly during the imple- 
mentation stage, and don't let changes in scope, 
design, or user needs go forward without modeling 
their impact. ▲ 
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When LAN Meets Cloud 




What SMBs Need To Consider 





A migration to the cloud may prove to be all 
sweetness and light for enterprises looking 
for SaaS-based benefits, but a poorly executed 
migration could leave unwary organizations in a 
hailstorm of trouble. Many managers and owners 
worry about cost or training issues, and these are 
certainly important. However, one often overlooked 
aspect of a cloud migration is the company's existing 

a Once you've moved your 
information out to external 
cloud provider, do you own that in- 
formation? Is it now in a proprietary 
format? How easy would it be to mi- 
grate to a different provider or bring 
that data back in-house once it's been 
converted into the cloud provider's 
system? These are real concerns." 

—Bill Ketrenos 

vice president of secure infrastructure, Structured 

LAN. Many computer resources may have been out- 
sourced, but the infrastructure needed to communi- 
cate with those resources remains and could be faced 
with a whole new set of challenges. 

Keeping Connected 

In general, it's the WAN (wide-area network) 
that matters more than the LAN. A business can 



usually keep ticking if one or two Ethernet links 
go down. But lose a WAN link to the Internet or 
a dedicated inter-location network node and sud- 
denly the sky starts falling. 

"You want to make sure that you have fast, 
reliable, and prioritized Internet connectivity," 
says Mark Tauschek, research director at Info- 
Tech Research Group. "You want to have multiple 
Internet or WAN connections. You want them to 
be redundant, and there are relatively inexpensive 
solutions for small [and] mid-sized businesses to 
do load balancing as well as provide redundancy 
through multi-port WAN routers." 

Some routers feature a maximum of eight WAN 
ports, although two may be all that's needed for 
Internet connection redundancy. Depending on the 
amount of regular traffic, having advanced QoS 
(quality of service) controls on inbound and out- 
bound traffic may be a necessity. Load balancing, an 
enterprise-grade firewall, and plenty of VPN (virtual 
private network) tunnels may also be priorities, de- 
pending on an organization's specific needs. 

The types of lines brought to those WAN ports 
should also be examined. Although broadband pro- 
viders, such as Qwest and Comcast, have business- 
class services with higher bandwidth levels and 
24/7 support, some organizations may still wish 
to keep a Tl or similar line as a redundant backup. 
The bandwidth may lag by modern standards, but 
there's a lot to be said for having a dedicated line. 
The key point is to have a redundant line coming 
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from a different provider using a different back- 
bone link than the primary connection. 

Back inside the company walls, the first thing 
to examine is the firewall. You might think that 
just because employees had Internet access before, 
there's no real change in the load placed on the fire- 
wall appliance. This isn't necessarily the case. 

"Each user, once they authenticate to an applica- 
tion, might have a lot of different sessions [host/ 
client information exchanges] going on within that 
application," says Bill Ketrenos, vice president of 
secure infrastructure at IT integrator Structured 
(www.structured.com). "It's unbeknownst to the 
user how the cloud application is supporting the 
client, but in reality, underneath the covers, there 
might be many, many sessions associated with that 
one user using an application that has moved from 
inside the building to an external data center, and 
that's potentially going to put a significant load on 
the security gateway." 

The bottom line is that firewall devices are gener- 
ally designed to support a given number of sessions. 
As companies start offloading more applications from 
local servers to out beyond the firewall, the mounting 
traffic could impair one of the business's most im- 
portant security mechanisms. Assess this risk and 
reinforce the firewall, if necessary, before the cloud 
migration, and be sure to keep an eye on session 
levels as cloud adoption increases. 

Tending To Tweaks 

Some analysts agree that there's relatively little 
impact on the core LAN itself from a cloud migra- 
tion. Switches and Ethernet ports don't fall over 
because the server location changed. However, the 
nature of the traffic flowing across the LAN can 
change, and that may require some retuning. 

In particular, pay attention to application priori- 
tization. Administrators will need to assess the time 
sensitivity of each application and weight it appro- 
priately. If cloud apps are claiming a larger share of 
network bandwidth, it may be necessary to devote 
more QoS priority to real-time apps, such as VoIP 
and teleconferencing. In cases when management 
believes that cloud apps must also receive real-time 
treatment, additional WAN connectivity may be 
needed, even if traffic analysis shows enough raw 
bandwidth in existing resources. 

An Info-Tech research paper, "Prepare IT for 
Increased Cloud Adoption," advises organizations 
to revisit the status of their network connections 
and capacities every time they add cloud services, 
even after the first time. In the paper, Info-Tech re- 
ports that a company's current network design and 
capacity is likely inadequate to support changes in 



data flow. You'll also want to modify any carrier 
agreements anytime there is a major instance of 
cloud migration. 

Companies beginning their move to the cloud 
may want to bring in outside service partners, at 
least for the first couple of migration phases to 
teach their in-house IT staff about the tools and 
methods needed to perform a fresh network assess- 
ment and analysis. 

What Can You Control? 

One concern that is repeatedly brought up 
among IT managers and the vendors that service 

a You can try to have solid 
SLAs, but an SLA isn't going 
to give you any more control over the 
availability and reliability of the infra- 
structure. They might give you a little 
more control over punitive measures 
in terms of compensating you for 
downtime or for periods of poor per- 
formance. You have some elements 
of control and some elements where 
you really cede control when you 
outsource your infrastructure or 
your applications to a third-party 
cloud services provider." 

— Mark Tauschek 

research director, Info-Tech Research Group 

data centers is that companies fear moving to the 
cloud because they think it will mean a loss of 
control over their applications and data. To some 
extent, this concern is well-founded. Many cloud 
applications allow customers only a relative few 
customization options. There may be greater re- 
striction over what data formats a company can use 
and how it can exchange data with the host. 

Part of the reason for this is due to the number 
of cloud providers building their systems from 
scratch rather than using off-the-shelf technologies. 
Their primary objectives are scalability and per- 
formance, not broad compatibility. Because of this, 
notes Structured's Ketrenos, there will be growing 
pains between cloud providers and customers as 
each learns to adapt to the other. The more com- 
plex the application demands, the more trouble- 
some this vetting period may prove. As with many 
other areas, one downside to cloud migration is that 
there's no longer a responsible IT neck to wring 
down the hall. Application issues will often take 
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What security sacrifice? According to Info-Tech, 
58% of organizations surveyed that have 
adopted cloud technology believe the migration 
has had a positive impact on their security. 



longer to resolve because the provider 
is remote. This is one reason why it's 
so important to test a vendor's support 
before fully committing. 

Businesses are more likely to face 
cloud app performance issues than out- 
right downtime. This isn't to say that 
cloud apps are inherently slower than 
local apps. That assumption is common 
but far from accurate. Still, with local 
apps, IT has always had the option of 
throwing more compute and band- 
width resources at performance issues 
in seeking a remedy. Once those apps 
are in the cloud, that capability may be 
curtailed or eliminated. So another as- 
pect of control and provider support is 
how responsible a cloud vendor will be 
in addressing your performance needs 
if and when trouble arises. 
"We have a SharePoint site that's being delivered 
to us from the cloud actually faster than our internal 
SharePoint site — and we're running a Gigabit net- 
work," says Stuart Robertson, president of software 
services company Software Wholesale Intl. (www 
.software-intl.com). "But we have a different software 
package delivered as a cloud service that we use in- 
ternally, and it's pretty slow. I think it maybe has to 
do with their SQL algorithms. The point is that you 
may run into application problems specific to a given 
vendor. What you want to look for is 
the amount of resources that vendor 
will put into optimizing data handling 
through a given tool." 

Staying Safe 

Network control and security 
often get mentioned in the same 
breath. When applications are local, 
IT feels it has a better grip on keeping 
its data safe. Headlines trumpeting 
network hacks from major financial 
firms to Sony's PlayStation Network 
boost the stigma indicating that the 
cloud is unsafe. 

However, many experts we've in- 
terviewed tend to liken cloud vendor 
hacks to airline crashes. The risk of 
an accident from flying is far lower 
than driving onto the interstate, but we 
don't see national headlines about car 
wrecks. Public perception is skewed. 

SMBs in particular should enjoy 
greater IT security from cloud pro- 
viders, which are more likely to 



employ human guards, implement active surveil- 
lance monitoring, be less prone to social engi- 
neering exploits, and dedicate certified security 
staff to protecting network integrity. (Naturally, 
businesses should ask for specifics on these points 
from any cloud vendor.) Of course, SMBs also tend 
to be much smaller targets, and thus more prone to 
being ignored by hackers. Then again, most SMBs 
are probably easier to hack than their data center- 
based counterparts. Assuming that best security 
practices are employed within both ends of the 
connection, the weakest security link may be at the 
LAN's edge. Ketrenos advises businesses to build 
a security policy for governing exactly how data is 
handled at that edge and technical remediation to 
lock down those policy requirements. 

Businesses should explore adding network data 
loss prevention software in conjunction with their 
cloud deployments if data security is a dominant 
concern. If nothing else, organizations should be 
thorough in gathering details about how a cloud 
provider protects data in transit as well as when 
stored at the provider's facilities. If a vendor starts 
to get vague on these points, be extra cautious, as 
not all cloud providers are equally responsible with 
encryption and security. 

With these considerations handled, SMB IT 
groups are more likely to enjoy a smooth transition 
to the cloud and maintain LANs able to meet the 
demands of offsite services integration. ▲ 
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Despite potentially necessary upgrades to a LAN infrastructure in order to 
enable a satisfactory cloud migration, will cloud services reduce overall IT 
infrastructure spending? According to Info-Tech, 85% of cloud-deploying 
businesses surveyed believe so. 
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BEST BUY 



Businesses that are serious about productivity, 
working smarter and adding to their bottom line are 
turningto Best Buy For Business. Online, on the phone, 
at your local Best Buy store, or even at your site, you'll 
find trained and tested associates ready to dig in. 

WE'RE HERE TO HELP 

Commercial-grade products, services, and installation 

Bulk ordering of products and gift card incentives 

Flexible payment options like net-30 financing 
and purchase orders 

Government education and tax-exempt accounts 

Complex logistics including multi-location delivery 

> Pre-sales engineering and onsite consultations 
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PERFECTION 

Cut Your Costs With Business Process Automation 



by Christian Perry 




Since the days when Henry Ford's venerable as- 
sembly line showed the world how automation 
can deliver considerable cost savings, the auto- 
mation concept has remained highly popular among 
businesses of all sizes. Today, a steady infusion of 



technology into the field has yielded a thriving market 
for BPA (business process automation), which ap- 
plies IT systems and specialized software to manual 
processes for an automated alternative. The result can 
mean the difference between red and black. 



a There are a lot of external circumstances and forces pressuring companies 
to achieve bottom-line results, and hence companies need to be more 
efficient. In addition, market or government regulations that impact compliance 
or security issues have led businesses to pursue BPA." 

— Mark Boelhouwer, 
global leader for Ricoh's Managed Document Services 
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"Manual labor has a low speed limit and cannot 
scale. The diminished return on manual labor is 
asymptotic compared to automation. Business pro- 
cess automation has a significantly higher speed 
limit and has near limitless scalability. In terms of 
savings, scalability savings are even greater than 
quality savings. Scalability is essential in keeping 
operating costs low during growth/' says Sal Novin, 
chief executive officer of Healthcare Productivity 
Automation (www.hpapro.com). 

Turning manual tasks into automated processes 
won't happen overnight, but the transformation's high 
benefit ceiling makes the effort well worth the time and 
deployment costs for many businesses. Understanding 
how BPA works and the technologies behind it is es- 
sential for determining whether the concept is right 
for your business. Ironically, implementing BPA can 
require a relatively hefty dose of manual work, but the 
rewards are generally undeniable. 

Impetus For Change 

The key to BPA's success lies in the weaknesses 
found in basic business operations. According to 
Novin, the most ubiquitous problem here is human 
error, also known as business process variance. 
Whereas variance in manufacturing establishes a gen- 
eral range or tolerance for accuracy, variances equate 
to little more than error when it comes to absolute 
business processes such as billing or accounting, he 
says. BPA can dramatically decrease those errors and 
improve processing consistency and accuracy. 

"For example, in health care, the manual cost 
of processing a hospital claim is about $5, whereas 
the invoiced amount of a hospital claim is several 
thousand dollars," Novin explains. "Therefore, the 
cost of a single payment error is more expensive 
than a month of labor. Additionally, manual pay- 
ment achieves 85% accuracy in the healthcare in- 
dustry. Health insurers employ armies of auditors 
to improve this statistic, but this adds additional 
labor costs. By way of comparison, business process 
automation achieves more than 97% accuracy with 
no auditing." 

Deployment of BPA typically depends on the ar- 
chitecture already in place in a business. If IT systems 
already are geared to automate certain processes, they 
can be used to automate specific business processes 
through custom programming or third-party applica- 
tions that can deliver that link. However, if a company 
doesn't have the personnel to handle that task, special- 
ized BPA tools can be used to tailor user interfaces so 
automation becomes an easily accessible option for 
employees handling processes. 

"In the call center environment, for example, 
where someone is spending time flipping between 



a The current economic condi- 
tions are excellent for produc- 
tivity automation. Businesses should 
take advantage of the slow market to 
improve the efficiency and quality of 
their operations. They can also use this 
opportunity to invest in new solutions 
that can offer a competitive advantage 
when market conditions improve." 

—Sal Novin, 
CEO of Healthcare Productivity Automation 



screens and retrieving information, automation 
can cut process time down by a third and help im- 
prove operational efficiency. Staff will do a better 
job. They will like what they do and not get frus- 
trated. Multiply that by X number of employees, and 
you see a real savings," says Thorn Blackwell, vice 
president of technical services for Boston Software 
Systems (www.bostonworkstation.com). 

Open The Process Toolbox 

If a business doesn't have the in-house IT talent to 
adapt existing systems to automate business processes, 

a When people can see the 
results of automation vs. just 
having it explained to them, they 
will understand it more readily and 
spark creativity to use it in other 
parts of the organization." 

— Thorn Blackwell, 
vice president of technical services at Boston Software Systems 



the next logical step is to seek outside help. Selecting 
the right BPA tool or service for your business, how- 
ever, rides on several important factors (including 
the application to be automated or a manual task itself) 
if it doesn't currently happen in software. According 
to Blackwell, the BPA market started with two dispa- 
rate technologies. 

The first was software that mimicked the pushing 
of paper, Blackwell explains. For example, the loan ap- 
proval process long ago would entail a piece (or pieces) 
of paper, or series of papers and folders, moving from 
one desk to another, and people would move that pro- 
cess along. Initial BPA software took that process and 
automated it, while a second type of software derived 
from the enterprise application market, which was 
more about procurement automation. 
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GETTING STARTED 

WITH BPA 

Simply selecting manual 
processes for automation 
might sound tangible in 
theory, but a careful, calcu- 
lated approach to business 
process automation can 
ultimately result in better 
results — and bigger savings. 
Mark Boelhouwer, global 
leader for Ricoh's Managed 
Document Services (www 
.ricoh.com/mds), offers the 
following tips for getting 
started with BPA: 

1 Identify the most paper- 
and labor-intensive 
internal processes. 

2 Evaluate and rank 
these processes in or- 
der of importance, either 
looking at quick wins or 
at the potential impact on 
the company's competi- 
tive power. 

3 Look across company 
boundaries and take 
your relevant industry 
ecosystem into consider- 
ation, because significant 
benefits may exist within 
the value chain. 

4 Look horizontally 
across industries at 
functional disciplines, such 
as HRM (human resource 
management), finance, 
IT services, and others, 
because relatively standard 
or "formatted" solutions 
may exist that can be 
copied without too many 
customizations. Identify 
the best practices. 



a This BPA change will be taken 
very personally and as an attack 
on the value of the individual. This is 
normal behavior." 

—Dave Jennings, 
leadership and change expert 



"This included processes like taking an ERP [enter- 
prise resource planning] system and tracking inventory 
of widgets in the warehouse to find out what you need 
and get the purchase order out. That blended the in- 
ternal application integration and EDI [electronic data 
interchange] transactions to talk to the outside world. 
Those technologies aggregated themselves in the late 
1990s and early 2000s to become business process auto- 
mation/' Blackwell explains. 

Today, BPA has morphed in more streamlined 
forms that target processes from multiple angles. For 
example, there is now software that takes existing 
computer-driven work, such as data entry, and au- 
tomates the jobs by applying scripting technology. 
Also increasingly popular are cloud-based robotics (or 
virtual robotic automation) that operate identically to 
an outsourcing vendor, save the robot performing the 
work, rather than a person. These solutions use a VPN 
and process work through a user interface. 

"CBRs utilize technology similar to legacy 'screen 
scraping' or scripting tools. However, they have far 
greater capabilities," Novin says. "For example, some 
CBRs use image recognition algorithms similar to 
those used in facial recognition technology to facilitate 
user interface automation. More importantly, they 
have business process logic and decision-making 
algorithms, such as neural networks, to automate 
sophisticated decision making. As the name implies, 
CBRs reside in a cloud environment." 

Through that environment, businesses can enjoy 
the security, data storage, disaster recovery, and cost 
benefits imparted by the cloud, but perhaps more 
important is the on-demand processing capabili- 
ties it provides. The cloud represents a particularly 
exciting area of opportunity for BPA in the future 
because of its flexibility and the continuing shift to- 
ward it for other business elements. 

"Document process re-engineering, along with 
cloud services, will dynamically change the way com- 
panies perform business processes in the near future," 
says Dan Nero, vice president of operations for Ricoh 
Americas' Technology Center (www.ricoh.com). "The 
efficiencies of BPA combined with cost-effective cloud 
offerings will increase interest and drive many cus- 
tomers toward these types of technologies mainly due 
to cost savings they can generate." 



Yet another BPA variant is service-based BPA, 
which is also referred to as technology-based out- 
sourcing. Novin says these services are based on work 
performed instead of paying for software licensing, 
consulting, hardware, and support. In addition to those 
savings, services also eliminate the risks involved with 
software development, such as partial automation, 
which Novin says is "equivalent to failure." He adds 
that BPA software is suitable for businesses that work 
with classified, secret, or military data, while onshore 
BPA services can be used to handle business processes 
that involve financial data, healthcare data, and other 
privacy data. 

Prepare For Challenges 

Automation, at least where business processes 
are concerned, essentially boils down to the tactical 
nature of strategic goals, Blackwell says. If your 
company's employees are doing something now 
that's inefficient, you may be wondering how to 
improve that situation. One option is to re-engineer 
the process and face the prospect of unintended 
consequences, especially if the process is successful 
but not necessarily efficient. BPA, on the other 
hand, lets a company maintain its applications and 
processes yet achieve efficiency in a risk-free way. 

As with other business-related changes, deploy- 
ment of BPA runs the risk of alienating employees 
who might not mind the manual processes they 
perform — regardless of whether those processes 
are actually efficient. Dave Jennings, a leader- 
ship and change expert and author of the book 
"Catapulted: How Great Leaders Succeed Beyond 
Their Experience," explains that it's a mistake to 
think about BPA as a software or hardware change. 
Instead, think of it as a human change. 

"You are not merely changing the business; you 
are changing the way people think about the busi- 
ness," Jennings says. "The business case for change 
is all about the ROI. However, the human case for 
change is a different type of ROI: A return on iden- 
tity. People ask: Who am I with this change? The 
fundamental questions people ask at any time in a 
business are: Do I really matter here? Have I mat- 
tered in the past? Will I matter in the future?" 

For organizations looking to move forward with 
a new BPA deployment, Jennings recommends 
using a reliable change methodology. Along with 
whatever methodology you follow, Jennings advises 
helping people see the cost of staying and the benefit 
of moving toward BPA. It's essential to help people 
see the reality of the cost of the current situation and 
staying in one place, he says. Next, over-communi- 
cate where the organization is going and why it's 
headed there. ▲ 
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You've probably spent a great deal of time 
and money on a security infrastructure: fire- 
walls, spam filters, whitelists, encryption, 
security scanners, password systems, and more. 
You may have even gone that extra step and po- 
nied up for staff training: how to recognize email 
scams and phishing schemes, when not to click an 
attachment or embedded link, etc. 

But if you concentrated on high-tech intrusions 
and skipped the more mundane human element, 
you may have wasted your time and money — 
and put your company at risk. There are people 
out there who, using nothing more sophisticated 
than a telephone, can "hack" into your company 
by convincing your staff — as smart and as well- 
intentioned as they are — to part with information 
that can then be used to compromise your network. 



a You are seeing a large shift in 
the private sector, such that 
now companies are being breached 
almost every day of the week." 

—Dave Kennedy, 
director of information security for Diebold 



In fact, hackers and social engineers can often 
gather enough information to penetrate your network 
simply by keeping an eye on Facebook and Twitter. 
One social engineer told us that his favorite trick is to 
use Linkedln to find a company's new hires, and then 
use Twitter, Facebook, and other social networks to 
investigate the newbie. Spoofing his phone number 
so as to appear to be calling from within the company, 
he calls and claims to be someone in authority within 
the organization. "Our natural tendency," he says, "is 
to want to please our superiors, and new employees 
especially are vulnerable to this because they do not 
understand the organizational hierarchy and are at- 
tempting to impress. You can generally get new hires 
to open up malicious files, browse to malicious [Web] 
sites, or reveal sensitive information about the com- 
pany without them ever knowing they did it." 

Hackers and social engineers are very clever people. 
Unfortunately, none of them work for you. Yet. 

But they could, at least temporarily. "Pen- 
testing" — that is, hiring a hacker to see if it's possible 
to penetrate your defenses — is becoming a widely 
accepted tactic, although it's one that most C-suite 
execs rarely speak of. And among cybersecurity ex- 
perts, it's become a burgeoning cottage industry. 
"Corporations are slowly realizing that they do not 
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understand the ways attackers can circumvent their 
security controls and gain unrestricted access to 
systems/' says pen-tester Dave Kennedy. "You are 
seeing a large shift in the private sector, such that now 
companies are being breached almost every day of 
the week." 

Kennedy, director of information security for 
Diebold and creator of the widely used Social-Engineer 
Toolkit, says white-hat testers are able to leverage the 
same methodologies and hacking techniques used by 
black-hat hackers. The idea is that the white-hats will 
find a company's security holes and plug them up be- 
fore real bad guys use those holes to do actual damage. 

So, how popular is white-hat pen-testing? Your 
fellow execs may not be willing to talk about it, be- 
cause doing so is tantamount to admitting that one's 
security infrastructure is at risk. Like bank break-ins 
and credit card hacks, companies would just as soon 
not publicize their weaknesses, preferring to take care 
of such problems secretly, whenever possible. But a 
huge number of SMBs have engaged outside techies to 
examine, and often to try to break into, their networks. 
Kennedy notes that his Social-Engineer Toolkit, for 
example, "has now become the standard for social 
engineering attacks for corporations. SET has become 
one of the most popular tools out there, with over 2.3 
million downloads, and it's being used by a number 
of Fortune 100, 500, and 1,000 companies across the 
country, as well as consulting firms around the globe." 
Kennedy and fellow security guru James O'Gorman 
have written a book, Metasploit: A Penetration Tester's 
Guide, meant to serve as a companion to another pop- 
ular pen-testing tool: the Metasploit Framework. 

Think Like The Bad Guys 

So, does it take a hacker to catch one? 
"Absolutely," says Kennedy. "In order to catch an at- 
tacker you need to understand how an attacker thinks 
and how he conducts his attacks. It's extremely chal- 
lenging to detect a breach or protect against a hacker 
if you can't think like one." 

Kennedy points out that government is actually 
ahead of the curve on this one, because government 
agencies have teams dedicated to detecting security 
breaches. "They have amazing and talented people 
who understand how hackers operate in order 
to catch the bad guys," he says. "Now the idea is 
catching on in the private sector." 

Security expert James O'Gorman, a penetration 
tester for Computer Sciences Corporation's StrikeForce, 
isn't sure that it always takes a hacker to catch one. "I 
think it is important to understand how a hacker thinks 
and the techniques they use. But it does not take a drug 
dealer to catch a drug dealer; there are plenty of inves- 
tigators who are great at catching malicious attackers 



alt's fun to find complex issues 
that take real skill to uncover, 
but it's the everyday mundane issues 
that are most common, including 
weak passwords, permissions set 
incorrectly, default user accounts left 
in place, patches not applied to the 
system, and so on." 

—James O'Gorman, 
pen-tester 

but who would not understand the first thing about 
actually conducting an attack themselves." 

O'Gorman is drawing a distinction between a 
reformed black-hat practitioner who has seen the 
error of his ways (or has at least succumbed to the 
lure of a legitimate and fairly sizeable paycheck) 
and a white-hat hacker who's always been on the 
right side of the law. In the end, though, the two 
use the same tools for the same purpose: They try 
to break into a corporate or municipal network in 
order to uncover weaknesses. 

Is It Time To Hire A Hacker? 

So, what's the smart move? Unless you have on 
your staff true geeks who are expert social engi- 
neers, hiring a hacker as a consultant makes sense. 
"Whether you're a small business or a Fortune 100 
company, you are a target," says Kennedy, "and 
if you don't invest resources in identifying your 
risks, it's possible — or even probable — that, with 
everything being electronic these days, at some 
point you'll be substantially impacted by a security 
breach." Kennedy says that he's uncovered incred- 
ible security holes, including some that gave him 
the ability to transfer millions of dollars. In one 
case, he found that he could remotely shut down 
operating room medical equipment. 

Kennedy's advice? Start shopping. You need to find 
the right security experts, people with drive and pas- 
sion, techies who understand how the bad guys work 
and know how to use their own tools against them. 

If you're considering hiring a hacker to expose 
weaknesses in your infrastructure, the one thing you 
can't do is become defensive about those weaknesses, 
once found. "There's no shame in having discovered 
an issue," notes O'Gorman. "Too often companies 
worry that they will look bad if it comes out in a report 
issued as part of the penetration test that there was a 
way to breach the company. Finding issues as part of 
the assessment is what you want to occur. The only 
real shame would be in hiding your head in the sand 
and ignoring potential issues." A 
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Sneakware 

Avoid The Unexpected 



by William Van Winkle 
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I didn't want that!" 

In a nutshell, this statement is what sneakware is 
all about. You went to install a program and unwit- 
tingly ended up with one or more unexpected tag- 
alongs. These "extras" aren't malware per se. They 
don't replicate like viruses or report sensitive data 
back to some remote hacker. Sneakware are simply 
apps pushed by vendors searching for a bigger au- 
dience. In general, they do a lot more good for the 
vendor than they do for you. 

"Sneakware generally is not malicious in nature 
and usually is software that a number of users may 
choose to install," says James Quin, lead analyst 
with Info-Tech Research Group. "Typical instances 
include antimalware software — the valid kind, not 
the fake stuff that requires you to pay to get rid of 
it — and browser toolbars. The negative connotation 
of sneakware is the way it gets onto end devices." 

The Easy Sneak 

There's no great secret to how sneakware gets 
onto your system. Consider the classic sneak play 
involved in a Nexus Radio installation. After ex- 
ecuting the downloaded installation file, the user 
sees a buxom bass player, perfect for distracting the 
attention and getting a quick hit of the Next button, 
which is already pre-selected. All the user has to do 
is hit Enter another six times and the program is in- 
stalled. Is anyone still paying attention by the sixth 
screen? Nexus Radio hopes not, because hitting 
Enter here will result in acceptance of the Ask.com 
license, installation of the Ask toolbar, and making 
Ask the browser's default search provider. 

Nobody downloads Nexus Radio looking for 
the Ask toolbar, but the unwary will end up with 
it anyway. Only unchecking the two Ask option 
boxes will prevent the sneakware installation. 

"Like all threats, basic security comes down 
to curbing users' self-destructive behavior, such 
as mindlessly clicking on EULAs without exer- 
cising their right to be informed and reading it," 
says Trend Micro threat researcher Jaime Lyndon 
Yanezra. "Blind clicking just to get an install done 
has caused a lot of grief over the years." 
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Is Sneakware Dangerous? 

In most cases, sneakware is not malicious. One 
arguable exception is software that persuades 
someone to install it through devious or misleading 
means, even though that software ostensibly has no 
malicious impact. The classic example of this is the 
antivirus warning message that pops up during a 
Web browsing session, warning the viewer that his 
system is in danger and that a scan for threats is ur- 
gently needed. Most of us think of a "scan" as some- 
thing that runs from a remote location and doesn't 
install anything locally. In this case, that belief is 
wrong. Clicking anywhere in the message, perhaps 
even clicking the red X in the corner, launches a 
background download and installation of some sort 
of antimalware software. 

This fits the strict definition of sneakware because 
the antimalware application (a) installs through 
a sort of unwitting assent and (b) doesn't cause 
damage, steal anything, or sacrifice system secu- 
rity. You didn't want it, but it's there anyway, and 
getting rid of it could be every bit as difficult as 
expunging a virus. Still, sneakware is not malware, 
and companies such as Symantec and Trend Micro 
are unlikely to ever treat it as such because users 
inevitably give some form of permission when in- 
stalling it. Thus the burden of caution stays with 
users, whether they want it or not. 

Seeing The Other Side 

For better or worse, it's common for people in the 
Internet age to assume that everything digital either 
is or should be free. Isn't this the basis of freeware 
and things like Wikipedia? Free, however, is not 
usually the case. Inevitably, money has to enter into 
the equation in order to keep electricity flowing and 
food on people's tables. 

"The basic premise [of sneakware] is that nothing 
that requires many man-hours to develop is free," 
says Yanezra. "Why would it be? One way or the 
other, it will always be, at best, a symbiotic exchange 
of needs." 

In the case of a small software vendor trying to 
carve out a name and market presence through free- 
ware, it's hard to begrudge some application bun- 
dling as long as the sneakware is fairly marked and 
the uninstallation process is straightforward. These 
companies have to make money somehow, and it's 
obviously not happening from retail purchases. 

On the other hand, some might object to receiving 
the same (or worse) handling from a company such 
as AOL, which generated nearly $2.5 billion in 2010 
revenue. AOL's famously popular Winamp media 
player not only features sponsored ads in the main 
UI of the free Standard version, but it also runs the 



user through sneakware pages for AOL Search, 
eMusic, and DriverHive, which users might assume 
was needed for Winamp since it is "recommended." 

Ultimately, deciding how invasive or "bad" 
sneakware is comes down to individual biases. 

"We make compromises every day when we 
browse a magazine or watch television or surf to 

a Could we try to block sneakware? 
Maybe," says Kevin Haley, director 
of product management for Symantec 
Security Response. "But that's the basic 
problem of security. We can make your 
system totally secure, but you probably 
wouldn't be able to use it." 

Kevin Haley, 

director of product management for Symantec 



a Web site," says Kevin Haley, director of product 
management for Symantec Security Response. 
"There are ads there. We may take action to try 
to avoid them, but none of us are shocked when 
the ads show up. In fairness, there's an implicit 
deal struck there. That said, if you're downloading 
something, I think any additional material needs 
to be made clear as part of the bargain. Users also 
need the ability to opt out of it. They need the 
ability to say, 'You know, this is not what I really 
wanted. How do I get out of this?'" 

Vendors that fail to respect their end of this im- 
plicit bargain may deserve the scorn shown them 
in user reviews and forums. If nothing else, they're 
increasing user wariness, pushing away commu- 
nity goodwill, and perhaps shooting future sales 
opportunities in the foot. 

Yanezra notes that it's best not to install software 
unless it's absolutely needed. He counsels users to try 
some of the desktop virtualization tools now avail- 
able. "In the absence of a separate machine," he says, 
"one can always install trial versions of VirtualBox, 
VMware, Virtual Desktop, and spin up an instance of 
a walled garden to try out software." 

Last Word For Businesses 

Ultimately, the simplest solution to sneakware 
remains the best for you and your company's em- 
ployees: pay attention. Getting this message across is 
especially important for businesses that don't control 
or restrict workers' abilities to download software on 
company computers. Says Quin, "Taking a few min- 
utes to make sure that you're getting what you want 
and nothing else is key." ▲ 
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Canon's affordable 
imageCLASS MF4450 
($249; www.usa.canon.com) 
is a black-and-white multi- 
function laser printer that 
can print the first page of a 
job in six seconds. 



Workgroup 

WORKHORSES 

All-in-One Printers For Small Businesses 



by Marty Sems 



Why waste floor or desk space on single- 
purpose devices when you can get more 
from your real estate with a multifunc- 
tion printer? Also called an all-in-one device, an 
MFP can print, scan, copy, and (usually) fax. And 
now more than ever, they have loads of standard 
and optional features you might want to bring 
home to your small business, 
branch office, or workgroup. 




The Basics 

First, let's look at a few essen- 
tial qualities you should look for 
in any printer. 

Print quality. Shop for 
an all-in-one with high print 
quality so that text and 
graphics look sharp. This may 
not be a tremendous concern 
for a unit destined to print 
invoices or packing slips. 
However, it does take on much 
more importance when you're 
trying to make a good impres- 
sion, such as 



As with any 
business purchase ; 
ongoing operating 
costs take 
precedence over 
the magnitude 
of the initial capital 
outlay. It's better 
to pay a bit more 
upfront so you 
can save money 
overtime. 



with a proposal. 

Print quality isn't directly 
related to the type of print 
technology an all-in-one uses; 
in fact, we've seen excellent 
text and graphics from both 
inkjet and laser models. That 
said, if your business needs to 
print a high number of pages 
each day, a laser printer might 
make a more economical choice 
than an inkjet from a cost-per- 
print perspective. 

Cost per page. On that note, look for a mul- 
tifunction printer with a low cost per printed 
page. If the manufacturer doesn't provide such 
a figure, divide the cost of a new toner or black 
ink cartridge by the estimated number of stan- 



dard pages it's supposed to yield. As with any 
business purchase, ongoing operating costs 
take precedence over the magnitude of the ini- 
tial capital outlay. It's better to pay a bit more 
upfront so you can save money over time. 

Workload. This touches on another concern 
for business printers relative to home units: the 
much greater number of pages 
business printers are tasked with 
producing each month. Printing 
involves parts that move, parts 
that heat up, and paper path- 
ways that collect dust and de- 
bris. It's important to select 
an all-in-one that's built with 
a high enough duty cycle (the 
number of pages that will likely 
be printed in a given amount of 
time) for your company's needs, 
such as 40,000 pages per month. 
Looked at another way, the duty 
cycle gives you a reasonable idea 
of the amount of usage you can 
get from the printer before it will 
require maintenance. 
Speed. Today's working world can be very short 
on patience. Your customers don't like to wait any 
more than your co-workers do. Therefore, an all- 
in-one's printing speed becomes more than just an 
academic figure. 

One spec to look for is the speed rating of the 
unit's print engine, such as 30ppm (pages per 
minute) for standard, monochrome (black-and- 
white) pages. That's an indicator of how soon you 
can expect multi-page print jobs to finish, but it 
doesn't really address situations when you're only 
making a hard copy of a page or two. 

For that, look for an all-in-one's first print 
time, such as 5.9 seconds for a monochrome page. 
Besides printing, these performance figures also 
have a bearing on how fast a model can make 
copies. So does the MFP's scanning speed, such as 
44ipm (images per minute). 
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Other concerns. Finally, there are practical 
considerations such as the number of sheets the 
input trays can hold, the all-in-one's warranty 
period, and the brand and model number's 
reputation for reliability. Ease-of-use features, 
such as touchscreen controls and support for an 
optional keyboard, may also sway you to one 
MFP over another. 

Desirable Features 

Depending on the nature of your business, you 
might have a need for any number of the special 
features available in multifunction printers today. 
Here are some of the highlights. 

Mobile support. Smartphones, tablets, and 
notebooks have changed the way we do business. 
Likewise, all these personal gadgets have changed 
our expectations for our office technology. We 
don't want to run into walls when we try to print 
a document we typed up over lunch or a worksite 
photo we snapped on our camera phone. 

Business printers have long offered walk-up 
printing options for users not at their desks. Today 
you'll find memory card slots, USB ports for flash 
drives, and more. Some innovative models even 
have apps you can install on your mobile device for 
wireless printing or scanning. 

Wireless networking. Business printers gener- 
ally support Ethernet networking, but these days, 
Wi-Fi is just as important. Look for an MFP with 
support for 802. lln or at least 802. llg. Both are 
backward-compatible with 802.11b devices. 

Duplex printing. Automatic printing on both sides 
of a piece of paper is known as duplexing. Duplex 
printing can not only save paper on hard copies for 
internal use only, but it can also save you time over re- 
feeding paper the old-fashioned, manual way. 

Scan-to functions. Another potential time- 
saver is automatic handling of scanned papers. 
Some all-in-ones can attach a scanned 
image to an email, ready to send. 
Others can save scanned items as 
PDF files, including encrypted 
versions. Some can even use OCR 
(optical character recognition) tech- 
nology to turn a scanned document 
into an editable text file. 

Finishing functions. More upscale all- 
in-ones may have standard or optional 
paper handling features. These can in- 
clude stapling, hole punching, and more. 

Security. Many business MFPs have 
built-in hard drives for temporary 
storage of the large amounts of data 
they print, send, and receive. To prevent 




unauthorized access, some come with hard drive 
security features such as encryption and end-of-life 
data shredding. Other safeguarding technologies 
on the market include logging, auditing, and user 
authentication features. 

Color. You can buy an MFP with color output 
from any printing technology categories, whether 
that means inkjet, laser, or one of the less common 
alternatives. If you need color capabilities in ad- 
dition to monochrome, look into the cost and esti- 
mated output of an all-in-one's cartridges of color 
ink or toner. 

Another consideration, depending on the needs 
of your business, is the color depth and accuracy 
of scanned images. And if color faxing is required, 
even once or twice a year, make sure that an all-in- 
one will cover that base, as well. 

Energy Star. An Energy Star logo means that 
your new multifunction printer shouldn't become 
a liability in the TCO department. Compliant de- 
vices are designed to use power efficiently. This 
can be a major consideration in areas with high 
electricity costs. Efficient operation also means 
less heat is generated for your HVAC system to 
contend with, thus avoiding a double-whammy 
on your company's electricity bill. A 



The mobile users in your 
company will rejoice. The 
Brother MFG7860DW ($299.99; 
www.brother-usa.com) supports 
an Apple and Android app for 
cable-free printing and scanning. 




Color lasers are no longer priced 
out of reach. Case in point: HP's 
Color LaserJet CM2320 Multifunc- 
tion Printer ($549.99 and up; 
www.hp.com). 
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Business Software 



The Latest Releases & Updates 



by Rod Scher 



othing ever stays the same, certainly not 
in the world of business-related software. 
Attempting to manage a business while 
keeping track of new and updated software releases 
is enough to try anyone's patience, so we give you a 
hand by letting you know what's available. 

Symantec Backup Exec 2010 R3 

Symantec has released an updated version of its 
backup and recovery software for small and medium- 
sized businesses, Backup Exec 2010 R3, and has also 

announced that it 
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Symantec's updated version 
of Backup Exec 2010 R3 
is also the precursor of 

appliance- and cloud-based 
versions scheduled for 
delivery later this year. 



would add appli- 
ance and cloud- 
based versions of 
the suite later this 
year. Backup Exec's 
client-side software 
currently has ap- 
proximately 1.5 
million customers, 
but adding appli- 
ance and cloud 
delivery models 
would expand the 
company's reach. 
Company spokespersons noted that the three key 
SMB customer concerns that drove the development 
of the current release (and the upcoming release of 
appliance- and cloud-based versions) were explosive 
data growth, virtualization, and the need for data con- 
tinuity and fast recovery times. 

Oracle Business Intelligence Release 11.1.1.5 

Oracle has added iPhone and iPad support to the 
latest release of its BI (business intelligence) software 
suite, integrating the popular portable devices into 
the Oracle BI workflow without requiring users to 
reconfigure their dashboards and reports. Mobile inte- 
gration goes both directions in the release, with users 
able to generate actions and initiate workflows from 
their devices. Other new features include broader sup- 
port for data sources, including Oracle's TimesTen in- 
memory database, SQL Server Analysis Services, and 
SAP Business Information Warehouse. The associated 
applications release, V7.9.6.3, features an updated user 
interface with access to geospatial data, data modeling 



improvements, and a number of tools for system man- 
agement, testing, and patching. 

IBM BPM 

Aimed at helping users automate routine busi- 
ness processes, such as hiring help or tracking 
shipments, IBM says that its new BPM (business 
process management) software will help SMBs set 
up their own automated workflows just like bigger 
companies do. An IBM spokesperson noted that 
most BPM tools "are built for thousands of users 
and to run across multiple servers, and so they 
can get complex and expensive. This [software] 
addresses the BPM need in the mid-market." The 
company says that its BPM solution is suitable for 
SMBs, without being too basic and rudimentary. 

Microsoft Windows Server Update 

Microsoft has released Update MSI 1-035, which 
is rated as critical and which affects the WINS com- 
ponent of Windows Server 2003 and 2008. MS11- 
036, meanwhile, is rated Important, and relates to 
flaws in Microsoft PowerPoint. 

Windows Server 2008 is affected by the WINS 
vulnerability, but it has built-in protection against 
an exploit. WINS is a name-resolution technology 
available — but not enabled by default — in Windows 
Server 2003 and Windows Server 2008. Companies 
whose IT admins have enabled WINS should apply 
the update immediately because the vulnerability can 
be exploited remotely. The issue is especially sensitive 
because WINS is a network-aware application that 
does not require authentication, and because many 
enterprises require WINS on their networks. 

StorageCraft ShadowProtect Virtual 

Backup and disaster recovery provider 
StorageCraft Technology has released StorageCraft 
ShadowProtect Virtual, which lets users back up sys- 
tems and data on any Windows system and recover it 
to any kind of environment, whether virtual, physical, 
or in the cloud. The company says the product "of- 
fers the flexibility needed to maximize existing IT 
resources . . . ensuring limitless business continuity." 

ShadowProtect Virtual is hardware- and platform- 
agnostic, and it features a pricing model tied to the 
number of virtual machines in use rather than being 
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licensed on a per-host basis. The product supports 
VMware, Microsoft Hyper- V, Citrix XenServer, and 
Oracle VirtualBox. 

Sophos Mobile Control 

Security provider Sophos has enhanced its secu- 
rity suite to provide protection for mobile devices, 
desktops, and laptops. Sophos Mobile Control, a 
new mobile device management platform, will allow 




Sophos Mobile Control expands security management to mobile devices 
used at work and at home. (Image courtesy Sophos Ltd.) 



IT departments to securely protect all employee 
devices. The company also updated its SafeGuard 
Enterprise software and Sophos Endpoint Security 
and Data Protection platform to provide better sup- 
port for data encryption. Given an increasingly mo- 
bile workforce and the ongoing consumerization 
of IT, the continued introduction of personal mo- 
bile devices to the company network requires ad- 
ditional — and flexible — security, says a company 
spokesperson, and IT admins are seeking a security 
platform that "just works." 

Red Hat Linux: RHEL 6.1 

Red Hat has released its latest server business 
operating system: Red Hat Enterprise Linux (RHEL) 
6.1. The new release features optimized KVM vir- 
tualization, new hardware support, improved 
operational efficiency, and high availability im- 
provements. It also includes improved development 
and monitoring tools such as an updated Eclipse 
development environment, with enhanced break- 
point and code generation for C/C++ and Java. The 
company also announced that the new release offers 
improved virtualization and cloud offerings, and 
claims that RHEL users will see faster performance 
with HP and IBM hardware. RHEL 6.1 is available 
to subscribing Red Hat customers worldwide via the 
Red Hat Network. 



SAP Updates Sustainability Software, 
Takes On IBM 

SAP is taking on IBM in a bid to corner the $11 bil- 
lion market for "green" products that help companies 
increase productivity while limiting the effect on the 
environment. SAP claims that its sustainability soft- 
ware, currently used by some 1,700 customers, lets 
businesses monitor and manage such things as their 
carbon footprints and the number of employee sick 
days, coupling that with new mobile and 
data-analysis products to boost efficiency. The 
company's sustainability software was one 
of its fastest-growing segments last year, ac- 
cording to a company spokesperson. 

IlObit Advanced SystemCare 4 
IObit has announced a new release of its 
flagship product, Advanced SystemCare 4, a 
free program for fine-tuning and improving 
the performance of PCs. Company spokesper- 
sons say that Advanced SystemCare 4 now 
delivers more comprehensive and deeper 
system cleaning, repairing, and optimization. 
The new version emphasizes security fea- 
tures, and aims to protect PCs from a variety 

of security threats. The update also offers a 

Turbo Boost feature, which detects and shuts 
down unnecessary background processes and ser- 
vices, releasing more RAM for faster processing. The 
program also offers an updated interface that provides 
easy access to its major functions: Daily Maintenance, 
Complete Fix And Tune-Up, Ultimate PC Speedup, 
and Smart Tools. 

GFI EventsManager 2011 

GFI Software has announced an update to GFI 
EventsManager 2011, 
adding enhanced security 
and compliance features 
to the product, including 
Microsoft SharePoint log 
management, and auto- 
update patch manage- 
ment capabilities. GFI 
EventsManager is aimed 
at allowing IT administra- 
tors to meet a broad array 
of network and data secu- 
rity, regulatory compliance, 
business continuity, and 
ediscovery requirements by 
monitoring, logging, and analyzing all events oc- 
curring on a network. The latest version of GFI 
EventsManager provides log monitoring and re- 
porting capabilities for SharePoint environments. A 




IObit SystemCare 4, available in free 
and paid versions, can protect and 
speed up your computer. 
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Greenovations 

Energy-Conscious Tech 



by Nathan Lake 



devices that make 



our lives easier 



also produce some 



effects on the 



atelv, manv 



consumer elec- 



are working 



to create products 



ductive while 
reducing energy 
demands to lessen 



the environment. 



Here, we take a 
look at the new- 



est environmei 



New Data Center Efficiency Standard 

Power Assure worked with the UL (Underwriters Laboratories) to create a new performance standard to deter- 
mine and optimize the utilization of server capabilities in data centers. The standard, UL 2640, is based on Power 
Assure's PAR 4 methodology that takes into account the age of IT equipment and measures the server's transaction 
performance. The end result is that newer equipment will typically provide better performance ratings. The UL 
2640 standard measures the transactions per watt-second of energy consumption for servers. A higher UL 2640 
rating represents improved performance per watt. By forecasting server utilization and power consumption, UL 
2640 can help businesses reduce data center costs 
and increase equipment quality. 



Floating Solar Power 

SPG Solar (www.spgsolar.com) created 
Floatovoltaics to make use of the unused space 
above fresh water irrigation ponds and reser- 
voirs. The Floatovoltaics system works like any 
other set of solar panels, but it sits above water 
and provides shade, which also benefits the 
water ecosystem. For example, SPG Solar in- 
dicates that the solar panels help reduce water 
evaporation by up to 70%, and the shade from 
the panels equalizes water temperature, which 
reduces algae growth and minimizes the need 
for chemical treatments. SPG Solar uses a propri- 





etary mooring design that helps the Floatovoltaic system to withstand high winds and waves. Floatovoltaic is ideal 
for businesses that want to install solar panels but have limited land or rooftop space. 

U.S. EPA Grant 

In an effort to reduce pollution and the associated health problems created by e-waste, the United States EPA has 
awarded the UNU (United Nations University) a five-year, $2.5 million grant. The money will go to the university's 
Institute For Sustainability And Peace, which helps authorities to track shipments of North American e-waste, as 
well as e-waste imports in Africa and Asia. The EPA will also collaborate with the UNU's program to increase 
production, recycling, and final disposal of electronics. Key objectives include assessing the routes and developing 
a better way for used devices to leave the country; coordinating international efforts for information 
sharing; creating science-based demonstration projects for refurbishment and disposal; and devel- 
oping environmentally sound e-waste management practices. 

Solar-Powered iPhone Charger Dock With Speakers 

There are a lot of solar chargers for portable devices available these days, but Eton's Soulra XL 
Solar Dock ($300; www.shopetoncorp.com) is the first we've seen that features built-in speakers. 
Eton indicates that the 72-square-inch solar panel will charge the internal battery with about five 
hours of sunlight, or it will charge an iPhone or iPod in approximately four hours. When used as a 
speaker dock, the Soulra XL Solar Dock can provide up to eight hours of playback, depending on 
the audio volume and sun intensity. The 22W speaker features eight drivers (two tweeters, two 
woofers, and four passive radiators) to deliver a wide range of treble and bass in music. 
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Renewable Energy Report 

A recent study from the IPCC (Intergovernmental Panel on Climate Change) forecasts that 80% of the 
world's energy supply could be created by renewable energy sources by 2050, if the projects are backed by 
the right public policies. More than 120 researchers helped to conduct the study, and the group came up 
with more than 160 scenarios for the potential of six renewable energy technologies. One of the key findings 
was that it is not the availability of the technology, but rather public policies, that will either help or hinder 
the future of renewable energy development. The six prominent renewable technologies were: bioenergy 
(such as energy crops and livestock residues), direct solar energy, geothermal energy (heat from the Earth's 
interior), hydropower, ocean energy, and wind energy. 



Efficient Solar Air Heater 

The Lubi collector from Enerconcept Technologies (www.enerconcept 
.com) features a maximum efficiency of 80.7%, which is around 18 to 58% 
more efficient than traditional solar heating options. The Lubi system at- 
tains high efficiency by avoiding the loss of efficiency that occurs when low 
airflow causes the solar panels to become too hot. Multiple perforations are 
throughout the solar panel, letting the outside air cool the panel. At the same 
time, the solar heated air is mechanically drawn into the building's ventila- 
tion system. Enerconcept's panel layout and location of air intakes, among 
other things, helps to optimize the Lubi's heating efficiency. You can integrate 
a Lubi wall system onto any existing building surface, roof, or wall structure. 




Benefits Of The Smart Grid 

The EPRI (Electric Power Research Institute) assessed the U.S. electricity system and found that it would cost 
around $338 billion to $476 billion to implement a fully functional smart grid system. On the flip side, the applica- 
tions and consumer benefits of a smart grid would generate between $1.3 trillion and $2 trillion. The study numbers 
assume a continuous deployment of smart grids for the next 20 years. The many advantages of a smart grid include 
more reliable power delivery, improved cyber security and safety through a grid that can monitor itself for outages, 
increased efficiency via lowered energy losses and smart management of peak demand, and potentially lower costs 
for customers through access to energy information and pricing choices. 



Internet-Connected Light Bulbs 

NXP Semiconductors envisions a future where you can control 
all of your light bulbs individually from an Internet-connected 
device such as smartphone or tablet. NXP recently introduced its 
GreenChip modules to create a smart lighting environment. The 
GreenChip brings the necessary electronics to add wireless Internet 
connectivity, energy-efficient lighting, and a low-power standby 
mode (down to 50MW) into a chip that fits into an everyday light 
bulb. NXP's smart lighting technology works with compact fluores- 
cents, LED bulbs, low-power standby converters, and low-power 

microcontrollers. Besides basic remote on/ off controls, NXP's GreenChip supports smart lighting features, 
including dimming and color adjustment. 




Combining Solar Electricity & Heating 

To use the sun's energy more effectively, researchers from Boston College and MIT have created a hybrid 
solar panel that combines photovoltaics (convert sun's light into electricity) and thermal power generation 
(can heat water and create heat for energy). The combination was made possible when researchers added 
nano thermal electric materials to a traditional photovoltaic flat panel. Then they placed the solar panel in a 
vacuum-seal to trap the heat energy. Researchers hope that the hybrid design makes the conversion of solar 
energy into electricity and heat more affordable. 
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KEY POINTS 

A For SMBs, effective 
mobile email usage comes 
down to balancing security 
with productivity. 

A The biggest wild card 
in mobile email security 
is not technology, but 
the user. 

A Reasonable alternatives 
to pricey, enterprise-grade 
message security solutions 
are available. 

A Give users an enjoyable 
yet secure experience on a 
device they like to mitigate 
your risk. 



Mobile Messaging 
Reality Check 

Secure The Users As Well As The Devices 



by Jennifer Farwell 




obile messaging security — like other aspects 
of mobile security — can be a challenge for 
small and medium-sized businesses. They 
often do not have sufficient IT staff or budget to 
deploy big-league enterprise security solutions and 
yet have numerous employees using company (or 
personal) smartphones and other mobile devices. The 
concept of best practices sounds great, but the reality 
often falls short of expectations. 

Messaging today takes many forms, from email 
and text messaging to social networking; from blogs 
to Twitter. Any of these communication methods can 
become ways for a company's proprietary informa- 
tion to be exposed. If you think messaging on your 
mobile devices is locked down — or conversely that 
it's not a reason for concern — think again. We spoke 
with several experts to get their takes on where the 
real threats lie. The answers may surprise you. 

Message Mania 

First, let's put this behemoth in perspective. Email 
has become one of the most prevalent forms of com- 
munication among those who use the Internet. It is 
close to surpassing even the phone for personal com- 
munication, and it is by far the preferred means of 
commercial communication. According to Merkle's 
"View From The Digital Inbox 2011" report, among 
users between the ages of 18 and 39, text messaging is 
equally important, and for the 18 to 29 age group, text 
messaging beats out both phone and email. 

Furthermore, a 2010 survey from Osterman 
Research/ Neverf ail found that 95% of users surveyed 
check email outside work, and 72% of that checking is 
done via smartphone. That same study found email 
to be the No. 1 source of enterprise data loss. 

Judging by these figures, every firm that values its 
corporate assets and reputation must take a prudent 
approach to mobile messaging. Yet, as we'll explain 
here, prudent shouldn't necessarily mean despotic. 

Best Practices vs. Functional Reality 

We could parrot dozens of best practices lists for 
mobile security, but the theory and reality of the 




Support for Exchange is built into Windows Mobile 
devices such as this HTC model from T-Mobile, shown. 
However, many non-Windows devices support it, either 
natively or with an add-on. 



most stringent best practices are very different. (For 
some top practices we and our experts recommend, 
see the "Best Of The Best" sidebar.) Even the most 
comprehensive security policy cannot cover every 
possible exception, and the more draconian your 
policies are, the more likely they are to affect pro- 
ductivity — and result in user defections. 

Lewis Wilkinson, account manager for national, 
managed IT solutions provider InterDev, says busi- 
ness owners should consider "the ripple effect of 
not having your workforce productive when they 
are not in the office." The million-dollar question, 
he says, is, "How do you lock down email security 
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BlackBerry Enterprise Server creates 
a layer of comprehensive messag- 
ing security between the corporate 
servers and smartphones and other 
mobile devices. 

Graphic courtesy of 
Research In Motion 



to the point that it is still functional but no longer a 
security risk?" 

Wilkinson also says conflicts between policy and re- 
ality are far more common, in his experience, in SMBs 
than in larger corporations. "People in large companies 
seem to have a greater fear of reprisal, and companies 
are more serious about having an enterprise security 
policy," he says. 'There's also a tendency with SMBs 
for everybody to be so busy that there is less likelihood 
anyone is looking over their shoulders." 

Your Biggest Threat 

The end result, he says, is that SMBs often talk a 
good game about policies and procedures, but are 
more likely to abandon them during times of crisis 
or significant opportunity. "The weakest link in the 
whole chain is the person that is using the device," 
says Wilkinson. "If they are going to bypass secu- 
rity, none of the other stuff works." 

Wilkinson points to examples he has person- 
ally encountered, where users bypass Research In 
Motion's BlackBerry Enterprise Server (a dedicated 
server that secures and manages corporate traffic 
to and from mobile devices; www.rim.com) to 
retrieve unfiltered email from numerous corporate 
accounts, or set up separate Web-based accounts 
and use them to avoid the company servers. 

However, you can minimize the potential for 
trouble while enabling email to serve its vital pur- 
pose in your office. To do this, our experts say, 
adopt an approach to messaging security that you 
can afford and that makes operating in a secure 
environment reasonably satisfying and productive. 



Following are a few sensible ways for SMBs to pro- 
tect their messaging processes. 

Shrewd Syncing 

One option our experts recommend — especially if 
you only allow access to corporate messages, contacts, 
and calendars — is to build protection into your email 



BEST OF THE BEST 

Even the most robust email security can fail sometimes. This "top 1 0" list of email and 
messaging-related best practices will help you shield yourself. Note that there are other best 
practices related to mobile security in general that we are not mentioning here. 



1 . Unless corporate email transmissions 
are encrypted, discourage users from 
checking mail at public Wi-Fi hotspots. 

2. Ensure your mobile email delivery 
solution incorporates both inbound 
and outbound (to and from your server) 
traffic filtering. 

3. If you use a software-based email secu- 
rity solution on the server side (as op- 
posed to a hardware appliance), select 
one that natively supports mobile de- 
vices, as well; that way, your company 
and your users' phones can run the 
same platform. 

4. You (and not just the user) should be 
able to remotely lock and wipe all de- 
vices that can store corporate email and 
contact information. 

5. Password-protecting devices — and pref- 
erably email accounts — is a best practice 
for physical security. However, that 
won't stop cyber attacks that occur when 
a device is in use. 



6. If you're going to allow email and contact 
syncing, take all possible precautions. 
These include creating granular user and 
group policies at the server level. 

7. Prohibit user downloading of apps to 
mobile devices unless the apps are 
company-approved. 

8. Teach employees best practices, such 
as keeping Bluetooth and Wi-Fi turned 
off unless needed, that will protect both 
your data and theirs. 

9. Although social media, text/multimedia 
messaging, and Web security are be- 
yond the scope of this article, they are 
important. Encourage users not to cruise 
Facebook, open unknown SMS messages 
or friend invites, or perform other risky 
behaviors from their mobile phones. 

1 0. Allowing users to BYOD (bring your own 
device) is better than having them sneak 
them in. If you allow BYOD, use it as le- 
verage to encourage policy enforcement, 
and then protect yourself at the server level. 
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delivery system. For example, Microsoft Exchange, 
a collaborative platform for storage and delivery of 
email, calendaring, contacts, and tasks (and, with 
ActiveSync, syncing with mobile devices), provides 
encryption, remote wipe, policy enforcement, and 
other controls. (You may need specialized applets to 
sync Exchange with some devices.) 

Unfortunately, this duo natively lacks robust junk 
mail filtering at the mobile device level. However, 
solutions such as Cloudmark (www.cloudmark.com) 
and Symantec Mail Security (www.symantec.com) 
provide malware and junk filtering and other pro- 
tections. If you don't want to deploy and manage 
Exchange Server, companies such as 123Anywhere 
(www.123anywhere.com) offer Exchange hosting 
with options including email filtering, encryption, 
backup, and remote wipe. 

If you are using BES rather than a Microsoft solu- 
tion, you're already enjoying staunch protections for 
corporate email. However, have a look at BlackBerry 
Balance technology to take things a step further. 
Balance unites (within a single interface) a user's 
personal data from BlackBerry Internet Service with 
corporate emails, contacts, and other data from BES. 
Yet, it keeps the two data sources segregated on the 
back end and prohibits users from transferring data 
from one side to the other. 

Furthermore, with third-party solutions, your 
company can support other device OSes as well as 
BlackBerrys. "We offer an interface bridge that allows 
companies to install BES and use BES through third- 
party providers, with them handling the other OSes," 
says Jeff Holleran, RIM's director of product manage- 
ment for the Communications Platform Group. 

Virtually Perfect? 

Mobile email syncing not only stores corporate data 
on portable devices, it also provides a highway for 
malware and other threats. On the plus side, it can be a 

a All the information is secured in 
the company's private cloud. The 
company has full control of data, and it 
is not allowed to be carried around by 
the user." 

Jim McGregor 

chief technology strategist, In-Stat 

productivity enhancer, especially for users who travel. 
If it's not realistic to implement a full-fledged, secure 
email delivery solution, consider a secure, Web-based 
portal that users log in to from their smartphone to 
read and respond to email. Access management occurs 
at the server level, with the company usually being 



able to dictate who accesses it, where it can be sent, 
and even whether or not it is stored on the mobile 
device itself. 

That's a solution In-Stat Chief Technology Strategist 
Jim McGregor finds appealing but says is just now 
coming to the business arena. Citrix (www.citrix.com) 
and LogMeln (www.logmein.com) offer solutions of 
this type. Both support specialized configuration to 
ensure employees access only approved resources. If 
your firm uses or is considering a cloud-based hosting 
solution (a third-party firm hosts your data and ap- 
plications remotely and your employees access all re- 
sources via the Internet), you may be able to add secure 





^ m I 

Personal 


I 


«r ^ ^ 

Corporate 





VMware MVP enables completely isolated environments for corpo- 
rate and personal profiles on the same device. 

Graphic courtesy of VMware 



mobile email access. In this scenario, says McGregor, 
"All the information is secured in the company's pri- 
vate cloud. The company has full control of data, and it 
is not allowed to be carried around by the user." 

If clouds are not yet in your future, companies 
such as VMware (www.vmware.com) are bringing 
to market platforms that support virtual profiles. 
With solutions such as these, corporate IT staff can 
provision, manage, and enforce policies on corporate 
profiles stored on any mobile device. Other possibili- 
ties for this type of platform are the establishment of 
profiles that allow server-based viewing and editing, 
but not syncing, of corporate email and related data. 

Final Outcome 

In the end, there are more places where email privi- 
leges can be misused than ways to secure them, from 
users syncing smartphones at their desks to sending 
personal messages containing questionable informa- 
tion. Furthermore, our experts say, if you screw the lid 
down too tightly or make the policy too cumbersome, 
you take away the benefit of having employees use 
smartphones. Conversely, to ignore messaging security 
and hope for the best is asking for trouble. After all, 
even the French and Australian governments were suc- 
cessfully hacked once criminals convinced employees 
(via email) to open the digital "doors." ▲ 
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Secure Web Browsing 



Simple Steps 



by Seth Colaner 



These days, most of us spend an incredible 
amount of time online using a Web browser. 
The Web browser, and the activities performed 
using them, is a favorite attack vector for cybercrimi- 
nals. Here are some tips on how to browse securely 
and keep the baddies at bay. 

Use A Recent Version Of A Browser 

Although most popular Web browsers today 
have proven to be fairly secure, bear in mind that 
you should always use the latest version of the 
browser and make sure that it's up-to-date and 
patched. Those security patches are there for a 
reason, and older versions of browsers are far more 
vulnerable to attacks than updated ones. 

Passwords 

We use a lot of Web sites and services these 
days. Because keeping track of potentially dozens 
of passwords is a difficult task, many people use 
the same password (or some slight variant of the 
same password) for everything, which is a ter- 
rible idea. Not every site is created equal in terms 
of security. For example, the authentication and 
encryption on your bank's Web site may be stellar, 
but that forum for moped riders that you joined 
may not be. 

If someone found or figured out your password 
on the moped forum and you used it for your other 
accounts, a hacker can figure out how to access 
your financial and personal data, not to mention 
your various email and social networking accounts, 
pretty quickly. 

Further, make sure any and all passwords you 
use are strong — that is, make sure they're hard for 
someone else to guess. A strong password will con- 
tain a mix of upper- and lower-case letters as well as 
numbers. Don't use familiar names or the birthdays 
of family members, or anything that someone could 
easily find out about you. 

You should have a different password for every 
account you have. Because it's so tough to re- 
member all those passwords, you should develop a 
code, such as including the first letter of the service 
somewhere in the password or something equally 
random that you can still remember, or use pass- 
word management software. 



Web Site Encryption 

One letter can make a world 
of difference. You've no doubt 
noticed the "HTTP" before 
Web addresses, but a site with 
"HTTPS" before the address is 
one that employs some kind of 
encryption, such as SSL (Secure 
Sockets Layer). You'll frequently see HTTPS on fi- 
nancial sites or online payment portals, for example. 
This prevents others from "eavesdropping" on your 
browsing and helps keep your sensitive information 
shrouded from online view. 

Access 

It's important to remember where you're accessing 
the Internet from. For example, if you're browsing 
from your company's network, chances are that the IT 
department has business-level encryption, malware 
detection, and firewalls in place to keep your commu- 
nications secure and to keep the bad stuff out. 

However, if you're accessing the Internet on an 
unsecured public Wi-Fi hotspot, assume that anyone 
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who's interested can see what you're doing on the 
network. Never, ever, conduct sensitive business over 
an unsecured network. 

Stay Out Of Bad Neighborhoods 

Finally, remember that there are corners of the 
Internet where threats are much greater. If you stay 
away from shady sites, your odds of avoiding at- 
tacks will go up. A 



It's important to use strong 
passwords and different 
passwords for various 
sites, but how do you 
keep track of them all? 
Password Genie ($15; www 
.mypasswordgenie .com) 
is software that encrypts 
all of your passwords and 
lets you use a single master 
password to automatically 
log in to the Web sites and 
online services you use. 
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Will NFC Kill 
The Credit Card? 

The State Of Mobile Payment Services 



by Tom Nelson and Mary O'Connor 



KEY POINTS 

▲ Multiple new technolo- 
gies will replace magnetic 
strip credit/debit cards. 

▲ NFC is the leading tech- 
nology giving users bump- 
and-go convenience. 

▲ Mobile payment 
systems will exceed 1 90 
million users by 2012. 

▲ New payment providers 
are entering the market, 
spurring competition. 





obile payment systems have come a long 
way since the advent of magnetic strips 
on credit and debit cards. Sure, there were 
mobile payment systems before the credit card, but 
that ubiquitous magnetic strip fueled the takeoff of 
mobile payment systems around the world. That 
same magnetic strip is seeing new competition that 
will transform the mobile payment world, just as it 
did years ago. 

Near Field Communication 

Many technologies are competing to take 
over the mobile payment space, but the most 
often used and talked about is NFC (Near Field 
Communication). NFC is a short-range wire- 
less technology that can allow two devices, say a 
smartphone and a mobile payment terminal, to 
swap data and complete a payment transaction. 
The short range is an advantage; with a required 

a The NFC Forum thrives on the 
active participation of global 
industry leaders and innovators such 
as CSR, Google, and Intel. Their en- 
ergy, ideas, and influence will greatly 
enhance the work of the Forum, as 
will the support of our new Associate, 
Implementer, and Non-Profit members 
from around the world." 

Koichi Tagawa, 

chairman of the NFC Forum 

distance of less than 4 centimeters between de- 
vices, there is little chance of accidentally making 
a payment by casually walking past a terminal. 
The short distance also makes it almost impossible 
to eavesdrop on a transaction. 

NFC has become a global standard and is being 
championed by the NFC Forum (www.nfc-forum 
.org), a non-profit organization designed to ad- 
vance NFC technology and applications. 



"With the stabilization of global standards, NFC is 
now emerging as the technology of choice for device 
manufacturers building wireless consumer electronics, 
and looking to simplify the end user experience/' says 
Craig Ochikubo, vice president and general manager 
for Broadcom's Wireless Personal Area Networking. 
Broadcom provides an NFC tag, or chipset, that can be 
powered remotely from an NFC terminal. This allows 
users to make NFC-based mobile payments from non- 
powered devices, such as key fobs and cards. 

Is NFC Practical For Mobile Payment? 

The simple answer is, sure thing; what's not to 
like? Open your smartphone, select the payment 
application, and wave your phone near a mobile 
terminal. Transaction complete. 

Well, almost. Currently, there aren't many NFC- 
capable smartphones available in the U.S. Even if 
you're ready to migrate to an NFC-based phone, are 
you willing to break a multi-year contract on your 
current phone to get one? Probably not. That means 
in the short term, an NFC dongle attached to an ex- 
isting phone or NFC-based key fobs and cards are the 
most likely avenues for expanding the reach of NFC- 
based mobile payments. Alternatively, Bling Nation 
and Discover Financial Services offer NFC microchips 
that adhere to anything, including older smartphones. 

But dongles and stickers are only temporary so- 
lutions. Nokia has said it will include NFC in all 
smartphones it introduces in 2012. AT&T, Verizon, 
and T-Mobile have also committed to NFC-based 
phone offerings, and have formed the ISIS group 
for deploying mobile payment services. They plan 
to ramp up NFC offerings over the next 18 months, 
and will provide their first offering in Salt Lake City 
in 2012, because its commuter infrastructure already 
uses NFC for payment. ISIS will also work with local 
merchants to roll out mobile payment terminals in the 
Salt Lake City area. In essence, mobile operators see 
NFC as an opportunity to displace the current card 
networks with their own mobile payment systems, 
bypassing card-based fees and collecting the fees and 
interest on payments themselves. 
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Research company Gartner expects that by 2012, 
190 million individuals will actively use mobile pay- 
ment systems, including cards, key fobs, smart tickets, 
and mobile devices. The year 2012 should also see 3% 
of all mobile payment transactions being facilitated by 
smartphones, which Gartner feels is the threshold for 
the practice to enter the mainstream. 

Card Networks Expand 

Traditional card payment networks, such as Visa 
and MasterCard, are also entering the NFC market. 
Visa plans to use a microSD card with built-in NFC 
support; the card will be usable in smartphones, 
tablets, and other devices that have a microSD card 
slot. Visa has already been operating a pilot pro- 
gram to test the system with participating banks. 

MasterCard has certified an NFC-enabled 
SIM card for smartphones; the card will use 
MasterCard's PayPass mobile payment system. It 
will be up to mobile carriers to offer to pre-load the 
SIM into phones they sell. 




VIVOtech (www.vivotech.com) mobile payment terminals allow 
customers to use their NFC-enabled device for quick payment. 



As NFC smartphones become more common- 
place, the card networks will offer mobile payment 
applications, which could lead to some interesting 
competition. Mobile carriers will have to decide 
whether to use Visa's microSD card, preload the 
MasterCard SIM, offer their own ISIS-based service, 
or leave it to customers to decide. 

Some of the top-tier Internet services, including 
Amazon and Google, are new competitors in the 
mobile payment market. Amazon believes it can 
leverage its already remarkable dominance in 
Internet marketing to mobile payments, essentially 
providing another payment processing network for 



brick-and-mortar stores. Google, in part- 
nership with Citigroup and MasterCard, 
is pursuing an NFC system that will let 
customers use an Android smartphone 
for payment. Google also intends to offer 
coupons at checkout. When you enter a 
store, Google will send special offers to 
your smartphone, which you can then 
redeem at a checkout terminal. 

Merchant Support 

When discussing merchant support, 
"support" may be a bit of an overstate- 
ment. Only 1.8% of merchants had NFC 
terminals in 2010, and that figure includes 
merchants that are part of pilot programs 
carried out by banks and card networks. 
Merchant support is expected to expand 
to 5.9% by 2015. Before NFC really catches 
on, merchants are going to have to be 
willing to get quicker about adding mobile 
payment terminals, which may require 
incentives from service providers. 

NFC Isn't The Only Game In Town 

One non-NFC payment system that shows 
promise is being used by Starbucks. In this simple 
system, you load your smartphone with the 
Starbucks app. When you're ready to make a pur- 
chase, you simply fire up the Starbucks app, which 
then displays a barcode on your smartphone. The 
barcode is scanned at the Starbucks register and your 
purchase is complete. The advantage of this system is 
that the merchant, in this case Starbucks, already has 
barcode scanners, and doesn't need to invest in any 
new mobile payment platform. 

\ /l\ f^\ u® ^ ne °^ *^ e pl aces wnere new mobile 

payment systems are really taking off is 
transportation. Many municipalities have, 
or are in the process of adopting, new mobile pay- 
ment systems. These can range from toll roads using 
mobile payment transponders, usually based on 
RFID (Radio Frequency Identification), to complete 
transportation payment systems that allow a con- 
sumer to log in remotely and purchase tickets for 
trains, buses, trams, parking spaces, even snacks, and 
use their smartphones to redeem them at transporta- 
tion center terminals. 
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Stay Tuned 

Mobile payment is evolving even as we speak, 
and the simplicity and convenience of NFC and other 
technologies are bound to make these new systems 
commonplace. In time, the magnetic strips on credit/ 
debit cards may seem like quaint technology. A 
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Through the use of 
existing barcode scanners, 
FaceCash (www.facecash 
.com) provides mobile 
payment systems that are 
easy for merchants 
to implement. 
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Professional & Social 
Networking Security 

New Settings Safeguard Your Activity 



by Joanna Clay 
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Facebook Safety features 
a Resources section that 
includes new Safety Pages. 



Did you know that 95% of man- 
agers and workers use social 
networking globally? 
In a 2010 survey conducted 
by Actiance, 61% of end users said 
they check Facebook, Linkedln, and 
YouTube at least once a day. Among 
professionals, most use Twitter for 
work purposes, as well. 

So, what does this data indicate? 
Workers, in at least two business tiers, 
use social networking services more 
than ever. And, because they use these 
tools to communicate so frequently, 
it's important to consistently revisit the 
security features, functions, and fallout associated 
with social sites. 



Social Web Site Security Tips 

By now you know the routine: Every time you 
join a new online service or social networking site, 
you are asked to provide 
personal data that could in- 
clude everything from your 
birth date to your first pet's 
name to your job history. 
As much as you may want 
to present your true self in 
the virtual community, you 
should always take steps to 
protect your identity and 
reputation on the Web. 
Spammers and cybercrimi- 
nals love to mine social- 
based sites, so consider the 
following tips when you set 
up, use, and modify your 
online profile. 
Be aware of the personal info you post in public 
areas, such as About Me and Profile sections, and 
keep it separate from the security questions you es- 
tablish for accessing your account in the event that 
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The updated Account And Settings page in Linkedln features a three-section 
dashboard to streamline account management. 



you forget your password; others can glean answers 



to security questions from information you post, 
potentially providing them access to your account 

• Read messages carefully, whether you're logged 
in to your personal or corporate social networking 
profile; spammers may try to send you messages 
disguised using a friend's or colleague's name 

• If you're a manager for a company of significant 
size, outline an employee security policy for so- 
cial site use during work hours 

• Read and frequently check a site's privacy settings 
so you can make changes to your account as neces- 
sary; for instance, some of your previously private 
info could show up on your Facebook profile 

• Adhere to the "rule of permanence": Act as if every- 
thing you put online stays there forever (in reality, 
your data sticks around longer than you might 
think, even if you deactivate your accounts) 

• Don't feel obliged to constantly "check in" with 
geographic locations or tweet your Foursquare 
locale on your mobile device, even if it's for work 
purposes; someone might try to take advantage 
of your frequent travels — this practice leaves your 
home office vulnerable 

Linkedln 

Earlier this year, Linkedln rolled out privacy and 
security updates that modify the user interface. In the 
Account And Settings page, you'll find that Profile 
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Settings, Personal Information, Privacy Settings, 
and other information are grouped into a new dash- 
board design. The top-left section lists your account 
info, Inmails, Introductions, and Direct Ads. The 
bottom section lets you access your profile Privacy 
Controls (and Settings); Email Preferences; Groups, 
Companies, & Applications; and Account in a tabu- 
lated format. FAQs have been moved to the top-right. 
Nico Posner, Linkedln principal product man- 
ager, posted in The Linkedln Blog that the com- 
pany has "added a new modal-layer design for 
many of these settings, which surfaces your options 
as you click through them instead of taking you to 
a whole new page." 

Facebook 

Popular social networking site Facebook recently 
added three new safety tools. Facebook has broadly 
implemented its Two Factor Authentication fea- 
ture for computing devices. Anytime you sign into 
Facebook, the site will ask you to type in a code to 
authenticate that you are, in fact, a human, and not an 
automated response generator. 

In addition to Facebook's current virtual library of 
safety resources (www.facebook.com/fbsafety), the se- 
curity team has restructured the Family Safety Center 
to include articles for parents, teens, educators, and law 
enforcement. Appropriately enough, Facebook encour- 
ages a community-based strategy to protect online 
friends and family with a "culture of responsibility." 

The newly released social report tool lets a 
Facebook user report an offensive photo to both 
Facebook and the offender. If a user clicks the blue 
Report link under a photo, a dialog box will appear. 
Under Yes, This Photo Is About Me, you can select 

SOCIAL PROTECTION TOOLS ^^H 

In addition to complying with social Web site security up- 
dates, there are more precautions you can take to secure 
your online social communication, personal data, and 
passwords. Explore the following resources to learn more: 

▲ CoTweet (www.cotweet.com) 

Manage multiple corporate Twitter accounts and view 
employee tweets. 

▲ Face Infected (www.faceinfected.com) 

Extract dubious links, messages, and Wall posts from 
Facebook to protect against attacks. 

A TweetWax (tweetwax.com) 

Clear and organize direct messages that have accumu- 
lated in your Twitter inbox. 

A uProtect.it (uprotect.it) 

Use this beta plug-in to post protected status updates and 
comments on Facebook. 
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I Don't Like This Photo or This Photo Is Harassing 
Or Bullying Me. If the photo isn't directed at you by 
another user, you will click one of the options listed 
under No, This Photo Is About Something Else. For 
example, you could select Spam Or Scam, Graphic 
Violence, or Hate Symbol and click Continue. Answer 
the prompts in the subsequent dialog boxes to send a 
message to Facebook. 

Twitter 

A few months ago, Twitter added a new security 
setting that protects your username, password, and 
personal information from hackers: the ability to use 
HTTPS (HTTP Secure). By selecting the HTTPS Only 
option in account settings, Twitter users automati- 
cally encrypt their account. If you or your company 
is among the more than 200 million Twitter account 
holders out there, you can make this change by clicking 
your username when signed in and selecting Settings. 
Scroll to the bottom of the page and check the Always 
Use HTTPS box. Click Save and type your password 
to finalize the changes. In addition to this feature, you 
can restrict public access to tweets by using the Tweet 
Privacy option, also found in Settings. ▲ 
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Tablets & Smartphones, 
Feature By Feature 



What's Best For Your Budget? 



by Joanna Clay 



Google's Nexus S (www.google.com) 
runs on the Android 3.0 platform 
and can be used as a portable Wi-Fi 
hotspot so you can wirelessly connect 
your tablet and access the Web. 



Has anyone ever mistaken your tablet for a 
smartphone? What about your smartphone 
for a tablet? In the near future, this swap may 
not be as uncommon as you think. Furthermore, 
if you look underneath all that metal and plastic, 




tablets (with the exception of some larger tablet PCs, 
which are beyond our scope here) and smartphones 
already include components that seem like they 
were manufactured on the same assembly line. 

Maybe you're trying to decide whether to buy a 
tablet or smartphone. Or, perhaps you've already 
made up your mind. Regardless, we're going to 
show you how tablet and smartphone features 
truly stack up, so you're not left juggling a 7-inch 
tablet in one hand and 4-inch smartphone in the 
other. You might be surprised to find out that your 
decision could boil down to your preference for a 
single feature or wireless contract. 

Tablets & Smartphones, Back-To-Back 

Processor. If you expect to find a smartphone 
or tablet powered by more than a 1GHz processor, 
you'll be waiting until mobile device manufac- 
turers roll out their wave of 2GHz chipsets closer 
to or in 2012. Across the board, both tablets and 
smartphones are equipped with 1GHz of pro- 
cessing power at this time. 



Memory. For popular and recently released 
smartphones, onboard memory generally ranges 
from 128 to 576MB of RAM. When it comes to stan- 
dard storage options, many models with an external 
slot favor microSD cards above other card options. A 
smartphone that includes 16GB or 32GB of 
storage is not uncommon, as well. 

Although tablets aren't designed to store 
large files, they're inching their way toward 
greater capacities with each new genera- 
tion. For now, 16GB, 32GB, and 64GB are 
the universal capacities. In addition, some 
models also support SD, MMC, and SDHC 
cards. If you're curious about tablet RAM, 
expect to find 1GB in most models. 

Display resolution. On average, smart- 
phone displays are maxing out around 3.5 
to 4 inches as of mid-2011. When shopping 
around, you'll see varying resolutions of 480 
x 800, 950 x 640 (widescreen), and 480 x 360. 
These resolutions are not too far re- 
moved from the 5-inch tablets that are already 
available. Small form factor tablets may feature 480 
x 800 WVGA displays. Seven-inch displays have 
a resolution of 1,024 x 600. A 9.7-inch tablet has a 
1,024 x 768 resolution, whereas a 10.1-inch screen 
features a resolution of 1,290 x 800. 

Battery. Smartphone batteries have to handle a 
lot of tablet-like tasks as they become more sophis- 
ticated, but a battery life session is measured by 
talk time overall. Most smartphones on the market 
can hold a charge for five to seven hours of stan- 
dard talk time, although this number can fluctuate 
depending on which data network you're using. 

Battery capabilities for tablets are more oriented 
toward media consumption. For instance, you can 
consume media for up to 10 hours when your tablet 
is connected to a Wi-Fi network. Some tablet manu- 
facturers also measure battery life by how many 
hours of video you can watch. 

Wireless capabilities. Although 4G LTE cov- 
erage is making its way from urban to more rural 
areas, wireless carriers still rely on the 3G and some 
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early network generations to push data to mil- 
lions of smartphones. Wi-Fi is a standard feature, 
so your device can switch to Wi-Fi connectivity 
when near to a hotspot. And, now that handset-free 
driving is a requirement in many states, you can't 
find a smartphone without Bluetooth 2.0 or greater. 

The data options available for tablets are 3G and 
4G. Some device manufacturers are exclusively rolling 
out 4G tablets, with the exception of a Wi-Fi-only 
model. If you want an " always connected" tablet, 
then you're current option is a 3G model. Look for 
Bluetooth 3.0 incorporated into up-and-coming tablets. 

Cameras & video recording. Factory-installed 
smartphone cameras are actually catching up to 
point-and-shoots, though they still come up short 
in the megapixel department, topping out at 5MP. 
The latest models include dual cameras, one front- 
facing and one rear-facing. Rear-facing lenses may 
also feature HD video recording (in 720p), auto 
focus, and a flash. 

Popular tablets are equipped with at least a 
rear-facing camera (2 to 5MP), although recent 
models are incorporating front-facing cameras for 
video chatting. 

Multimedia playback. For those who expect 
their smartphone to be a multimedia hub, it's safe 
to say that this is now possible thanks to built-in 
file support and plenty of available media apps for 
each mobile operating system. Some smartphones 
include radio playback capability. Similarly, you 
can also purchase apps that stream radio stations. 

Tablets function well as media devices, consid- 
ering their graphics-friendly interface and multi- 
format playback capabilities. While you can use 
your smartphone as a mini ereader (with the right 
app), a tablet works best for reading your 
mobile library. For avid readers, the 
next step is to get a Wi-Fi ereader de- 
vice that offers some of the same func- 
tions as a tablet. 

Operating system. Depending on 
your interface preference and carri- 
er's phone options, your mobile op- 
erating system will probably be one 
of the following: BlackBerry 6 OS, 
Apple iOS 4, a version of Android, 
or Windows Phone 7 (or 6.5). Each 



The Dell Streak 7 (www.dell.com) features 
dual cameras (5MP rear-facing and 1.3MP 
front-facing), 16GB of built-in storage, and 
both Wi-Fi and 4G connectivity. Compare 
these specs to what you would find in a 
smartphone and decide which device is ideal 
for you. 




platform has its own nuances that can either annoy 
you or make your life a little bit less stressful. On 
the tablet front, the OS choices include Android 
3.0 (or possibly 2.3), Apple iOS 4, and BlackBerry 
Tablet OS. 

Sensors. All of the features that respond to your 
hand motions or finger taps work because of built- 
in sensors. Many popular smartphones include 
some of the following sensors: a proximity sensor 
(for turning of displays), ambient light sensor, ac- 
celerometer, haptic feedback (short vibrations that 
occur when you touch the phone's interface), or a 
gyroscope. Tablets are commonly outfitted with a 
digital compass, three-axis gyroscope, and one or 
more of the aforementioned sensors. ▲ 



The BlackBerry PlayBook 
(us.blackberry.com) is a 
4G-configured tablet that offers 
full support for Adobe Flash 10.1. 
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Android has 
released the 
Honeycomb 3.1 
update, a re-up 
that features 
interface im- 
provements, 
Wi-Fi con- 
nectivity 
enhancements, 
and changes to 
preinstalled apps. 
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For Your Tablet 

The Latest Software & Updates 



by Joanna Clay 



The tablet market and, along with it, the 
market for tablet apps are growing each 
day. With your busy schedule in mind, we 
scouted the app stores and compiled a list of some 
of the most important and useful apps, tablet OS 
updates, and app tweaks. 

Motorola XOOM Receives Update 

Verizon Wireless (www.verizonwireless.com) 
has made available its OTA software update for 
the Android 3.1 platform. XOOM users will be 
able to access thousands of Android Market movie 
rentals (starting at $1.99 each) and enjoy full sup- 
port for the latest version of Adobe Flash Player 
10.2. Added Proxy support, SSL data transfer, and 
Google Widevine DRM and HDCP are all included 
in the update; and, when you turn your XOOM into 
a mobile hotspot, you can use WPA Pre-Shared 
Key pass-phrases. When using GoogleTalk, the 
XOOM will now support a Bluetooth connection 
for conversations. P0P3 HTML emails will display 
in full. Additionally, Verizon has made several ad- 
justments to password encryption, calendar events, 
docking, and picture transfers from digital cameras. 

Honeycomb Platform Updates To 3.1 

Motorola XOOM owners will be the first to in- 
terface with the Android Honeycomb 3.1 operating 




system (www.android.com). The platform's UI has 
undergone the following changes: the Launcher 
transitions more smoothly from the App list, new 




The Nook Simple Touch Reader is Barnes & Noble's latest 
ebook. It is engineered to hold a charge for up to two months. 



accessibility features support the touch-hold interval, 
and navigating throughout the Home screens should 
be more efficient. Upgraded USB capabilities make 
it possible for the platform to connect to a number 
of USB peripherals, such as keyboards, mice, game 
controllers (joysticks, gamepads, car racing controllers, 
etc.), and "external hardware devices designed to at- 
tach to Android-powered devices as USB hosts." Even 
if a Honeycomb 3.1 device is idle or in power-saving 
mode, the new Wi-Fi lock will maintain a strong Wi-Fi 
connection, which sustains connectivity for streaming 
media. In terms of widget and app modifications, 
Android has made the Recent Apps list expand- 
able and allowed users to change the size of Home 
screen widgets. Some apps, such as Browser, Gallery, 
Calendar, Contacts, and Email, have also been recali- 
brated for tablet screens. 

Adobe Releases iPad Photoshop Apps 

Ideal for any Adobe Photoshop Creative Suite 
5.5 users, the Adobe Eazel ($4.99; www.adobe.com), 
Nav ($1.99), and Color Lava ($2.99) apps augment 
the Photoshop CS5 experience. Eazel turns the iPad 
into a finger-painting canvas on which you can blend 
colors, use "wet" or "dry" paint, and save paintings 
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as photos to email them as JPEG files. With Nav, you 
can use tools and open up to 200 documents from 
Photoshop. Nav lets you personalize the CS5 toolbar 
with 16 different tools. If you download Color Lava, 
you'll be able to create a color theme, adjust hues, and 
mix colors to save them on your iPad or import them 
into CS5 when you're connected. You can share color 
themes or swatches via email. 

Barnes & Noble Announces New Nook 
Color & Nook For Android Update 

Barnes & Noble (www.barnesandnoble.com) is 
making a big Nook push, releasing the latest version 
of the Nook Color and updating the Nook for Android 
app. Priced at $139, the Wi-Fi-enabled Nook Simple 
Touch Reader has a 6-inch touchscreen and weighs 8 
ounces. After a single battery charging session, you can 
read on the device for up to two months. The Simple 
Touch Reader features E-Ink Pearl technology, which 
is considered to have 50% more contrast than the first 
edition of the Nook. The device can store up to 1,000 
books, magazines, and newspapers. Nook Friends 
makes it possible for you to read titles recommended 
by other readers or swap books via LendMe. On-screen 
features include the touch-based keyboard, screensaver 
options, and font alteration. 

The Android market now has the latest version 
of Nook for Android: The app is better designed for 
7-inch tablet displays on which users can view titles 
in landscape or portrait mode, pinch-to-zoom, or 
navigate using the slider. High-resolution Android- 
based tablets support a plethora of magazines and 
Nook Newspapers in Article View. The update also 
enhances the library design and adds patches for 
Honeycomb devices. 

Two New Wi-Fi Ereaders Available 
From Aluratek 

Aluratek is expanding its line of ebooks with the 
addition of the Libre Air ($129.99; www.aluratek 
.com) and Libre Touch ($149.99). Both models sup- 
port ebook downloads from the Kobo store, play MP3 
files, and display PDFs. Each ereader also includes 
100 preloaded titles from the Classic Collection. The 
non-color Libre Air features a 5-inch reflective light 
LCD (without backlighting) and will provide a two- 
week battery charge. Aluratek says that the e-ink 
technology employed on the Libre Air won't flicker or 
flash, compared to similar ereaders. As far as storage 
goes, the Libre Air can store a maximum 500 books 
whereas the Libre Touch can handle 2,000 titles. If 
you make use of the Micro SC expansion slot, you 
can store and access thousands more ebooks on either 
device. The Libre Touch offers the color interface on a 
7-inch touch-based TFT LCD display. 



Fast Keyboard Free 

Sometimes the iPad's preloaded keypad just isn't 
enough. If you're in the market for a more robust 
text editor, consider Fast Keyboard (leibao.webs 
.com), which features two additional key rows that 
are displayed above the standard keyboard (in both 
portrait and landscape styles). Within the rows, you 
can scroll to type numbers, symbols, emoticons, 
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Aluratek added two ereaders to its 
Libre series, Libre Air and Libre Touch. 
The color version, Libre Touch, is 
pictured here. 



and other unique characters. The toolbar makes it 
possible to autocorrect, search words, email a file 
or text, open a file in a different app, and undo 
or redo text. You're able to save, edit, and read 
multiple file formats or prepare them for social 
sharing on Facebook, Twitter, and Tumblr. Fast 
Keyboard is compatible 
with Dropbox syncing, 
as well. 

Templates Paid 
& Free 

Released in mid- 
May, Templates is 
available for free or for 
purchase ($9.99). The 
lite version lets you 
download 13 template 
types, which include 
agendas, brochures, 
calendars, cars, flyers, 

and invitations. With the full version, you'll have ac- 
cess to invoice, letterhead, memo, minutes, receipt, 
schedule, and timesheet templates and more. You 
can download templates to the app, edit them using 
a word processing app (iWork Pages or Numbers), 
and then relocate them to other iPad apps. Share 
your template via email or revise one on a Mac or PC 
with MS Office for Windows, iWork Pages for Mac 
OS,orOpenOffice.A 
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Fast Keyboard for iPad adds 
two scrollable rows of keys 
to the iOS keypad. 
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For Your Smartphone 



The Latest Software & Updates 



by Nathan Lake 



You probably rely on your smart- 
phone for many things, but with 
new software and updates, you can 
improve the efficiency and functionality of 
your mobile phone. We'll detail the most 
popular newly released software and 
key updates to help you maximize your 
smartphone when you're on the road. 

New For Android 

If you want secure, remote access to 
your personal files through your Android 
phone, download Wuala for Android (fn 
www.wuala.com) from Wuala. For security 
application encrypts files directly on your phone to 
ensure the data is safe before it leaves the phone. You 
can use Wuala for Android to upload any kind of file 
to your Wuala account, which can serve as a cloud 
backup for instant accessibility. The app also includes 
automatic backup, syncing, and sharing features. 

Gtasks (free; sites.google.com/site/gtasks4 
android) from Dato Android is a personal to-do list 
and notes tool that features a local mode and Google 
account mode. The ability to sync with Google Tasks 
makes it easy for you to share your entire list or a 
single task item via Gmail, Google Talk, Google Docs, 
and other Google apps. You can also find your tasks 
on a PC using Gmail or Google Calendar. 

Ritesh Sahu released an ad-free version of SMS 
Backup & Restore Pro ($2.12; android. riteshsahu 
.com), which is a simple app for backing up your 
text messages. SMS Backup & Restore Pro supports 
automatic scheduled backups, and you have the 
option to back up only select conversations. All 
SMS backups are created in the XML format on the 
phone's SD card, and you can view backup content 
if you need to check something for reference. 





Wuala for Android encrypts files directly on your phone. You 
can upload any type of file to your Wuala account. 



New For BlackBerry 

The iContact app ($1.99; 72.55.186.221 /icontacts 
.html) from iDong lets you easily export or import 
the contacts from your BlackBerry address book to 
a computer. You can export contacts as vCard or 
CSV files or import vCard files from your PC into 
your BlackBerry's contacts list. Data fields in the 
files include phone number, address, email, date, 
notes, and key points of information. You can email 
exported files, as well, or import contacts to select 
mobile phones. 

Cellcrypt provides businesses with the tools neces- 
sary to encrypt cell phone voice calls, and it recently 
released Cellcrypt Mobile (contact Cellcrypt for 
pricing; www.cellcrypt.com). Users can deploy and 
manage the app using BlackBerry Enterprise Server. 
Cellcrypt Mobile delivers encryption that meets the 
FIPS 140-2 standard. The program provides voice 
encryption for calls over cellular, Wi-Fi, and satel- 
lite networks. With this app, 



Users can manage Cellcrypt 
Mobile via BlackBerry Enterprise 
Server, and the program now 
delivers encryption using the 
FIPS 140-2 standard. 
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your employees can make confidential calls without 
worrying about the security of the line. 

Tired of being limited by the default backlight 
time-out when you are in the middle of using a spe- 
cific app? Leave It On ($2.99; www.shao-soft.com) 
from ShaoSoft lets you select a maximum of eight 
apps that will run with the backlight on for as long 
as you want, and you won't need to change any de- 
fault settings that can result in shorter battery life. 
There's also a system-wide Leave It On option that 
lets you temporarily change the defaults and leave 
the backlight on constantly. 

New For iOS 

SaveToCloudDrive ($1.99, requires Amazon 
Cloud Drive account; www.velocityware.com) 
from VelocityWare allows any iPhone app that 
supports the Open In capability to save files to 
your Amazon Cloud Drive account. And from 
your Amazon Cloud Drive account, you'll be able 
to access files on your PC or through a mobile Web 
browser. The flexibility is ideal if you often receive 
files in a format (such as Microsoft Access) that you 
can't open on your iPhone. 

Opera released its Opera Mini 6 (free; www 
.opera.com) browser for iPhone and iPad. A key 
improvement is its ability to compress up to 90% 
of the data traffic to quicken load times and save 
you money on your data plan. iPhone 4 users will 
like that Opera Mini 6 can operate at the high- 
resolution Retina Display. Other enhancements in- 
clude a faster and smoother panning and zooming 
interface, as well as share buttons for My Opera, 
Facebook, Twitter, or vKontakte. 

Notely ($3.99; www.patrickotten.com) from 
Patrick Otten makes it simple for iPhone users to 
create, manage, edit, and share a plain text docu- 
ment. The app can sync automatically with your 
Dropbox account, and you can copy or move notes 
within Notely folders. The app includes a built-in 
spell checker, and you can change the font, font color, 
background color, and font size of text. You also can 
email files from within the app or as attachments. 

New For Windows Phone 7 

Microsoft recently previewed its upcoming 
Windows Phone 7 OS, code-named "Mango." The 
new OS touts more than 500 new features. The OS 
includes unified communication threads, where 
you easily switch among text, chat, and instant 
messaging within the same conversation. Mango 
will have built-in voice-to-text and text-to-voice 
support for easy hands-free use. Users can access 
updates and notifications from their Windows 
Phone 7 start screen. You'll also be treated to a new 



Internet Explorer Web browser that integrates the 
unique capabilities of Windows Phone 7. 

In other Windows Phone 7 news, movie buffs will 
like that Paramount Pictures is releasing apps that let 
you watch a movie, enjoy bonus features, and inte- 
grate social network capabilities. For example, a clip- 
ping feature will let you share a scene with friends via 
your favorite social networking Web site or email. A 
Scene It trivia game will also be available to test your 
movie knowledge. Just a few of the available movies 
include "Mean Girls," "True Grit," and "Zoolander." 

New For Multiple Platforms 

SOTI released MobiControl 8.5 (contact SOTI 
for pricing; www.soti.net), which is a program for 
Apple- and Android-based devices that provides 
corporate IT departments with the ability to create 




Opera Mini 6 is now available for iOS. 
The browser can reportedly compress 
up to 90% of data traffic. 



Your IT staff can enjoy remote 
device management, security, and 
tracking with MobiControl 8.5. 



and manage the mobile smartphones. Version 8.5 in- 
cludes a multi-platform Web Console feature that lets 
administrators perform daily mobile management of 
smartphones. Another key feature is the program's 
Asset Management feature, which lets you deploy, 
manage, configure, and authenticate between 10 and 
thousands of iOS and Android devices over the air. 

Foxit (www.foxitsoftware.com) announced that 
its Embedded PDF Software Development Kit is 
now available for the Android and iOS platforms. 
Software developers can use the SDK to create apps 
that use Foxit's advanced PDF technology to dis- 
play, search, an annotate documents. By integrating 
Foxit's PDF technology into an application, devel- 
opers can increase the feature set and reduce the 
time to market. Key feature of Foxit's PDF tools in- 
clude efficiency memory management, PDF reflow, 
high-quality rendering, and annotation support. ▲ 
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IPHONE APPS 




LogMeln Ignition 

Remote Connectivity Via Your iPhone Or iPad 



In today's workplace, mobility is 
paramount. Whether someone is on the 
road and needs to stay in touch with co- 
workers regarding projects at the office or 
is simply working remotely, the ability to 
access data and complete tasks is key to 
the success of businesses and individuals. 

With LogMeln Ignition, you can con- 
trol your Mac or PC remotely from your 
iPhone or iPad. It's just as if you're 
sitting in front of your computer. 

Register your free account 
at LogMeIn.com and install the 
LogMeln software on any number 
of computers. Then use LogMeln 
Ignition to remotely access any ma- 
chine with an active Internet connec- 
tion and the installed software. 

You can view and edit files and 
even run apps on your computers 
from your iPhone or iPad over the 
3G or Wi-Fi connection. If there 
are files you need to take with you, 
you can also save data from your 
computer directly onto your de- 
vice's local storage. If, for example, 
you're working from home and need a file 
from your office computer, you can use 
LogMeln Ignition to transfer the item be- 
tween the two machines. You can use the 
app to print to any AirPrint-compatible 
printer. And even if one of your con- 
nected computers is asleep, you can re- 
motely wake it using Wake-On-LAN. 

Your IT staff also can set every com- 
puter in the office to work with LogMeln 
Ignition on a single iOS device so they can 
troubleshoot, update, or repair systems 
from anywhere, whether they're out of 
town or just in another building. 

With 3G or Wi-Fi connectivity en- 
suring an always-on Internet connection, 
you can access your computers using 
your iPhone or iPad device virtually any- 
where, any time. 
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IPHONE APPS 
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Google Authenticator 



Free • 0.3MB 

Google Authenticator (Rel. Nov. 23, 2010) from 
Google Mobile uses a two-step verification to grant 
users some extra security when logging in to a 
Google Account from a mobile device. 
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The export file will be saved in File 
Sharing fofder t you can access it in 
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Dropbox 



Free • 8.7MB 
The Dropbox app (Rel. June 6, 2011) brings mobile 
capabilities to the online storage service, giving 
users the ability to access, share, and upload docu- 
ments to Dropbox from a mobile device. 



ExcelContacts 

$2.99 • 2.3MB 
ExcelContacts (Rel. June 9, 2011) from developer 
Sam Yu lets you transfer contacts to and from 
your iPhone and computer via Wi-Fi or USB con- 
nection or email attachment. 
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iHound By SafetyWeb 

Tracker And Geofence 

For Families • $3.99 for 

one-month subscription • 4.5MB • This app (Rel. May 

31, 2010) tracks your iOS devices so you can locate 

family members or your lost or stolen iOS device. 




Neatcall (Rel. Feb. 4, 2011) is a personal mobile 
scheduling assistant that lets you schedule appoint- 
ments and meetings and also connect with your 
colleagues at the appointed times. 
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Mozy 

Free • 1.4MB 
Decho's Mozy (Rel. April 17, 2011) lets users ac- 
cess their Mozy accounts via the iPhone. Users 
can view documents, browse images, play music, 
and share files. 
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BLACKBERRY APPS 




BizX Mobile 

Stay In The Know Wherever You Go 



As SuccessFactors sees it, "the key to 
great business execution is never losing 
connection with your organization." To 
that end, the company's BizX Mobile 
app for BlackBerry devices with OS 4.5 
or newer installed exists to keep you in 
the loop of the company's goings-on, in- 
cluding those that involve co-workers, em- 
ployee candidates, recruiting candidates, 
group projects, requisitions, and more. 

Arguably, the heart of the app is 
its integration with SuccessFactors' 
CubeTree component, which makes 
various collaboration tools avail- 
able to a company's employees via 
a private social network framework. 
Thus, an employee armed with the 
app can keep current on various proj- 
ects, activities, and other information 
via updates, comments, blogs, wikis, 
tracking tasks, and other tools the em- 
ployee and co-workers can access. 

The recruiting aspect of the app 
enables members of a company's re- 
cruiting team to stay on task and avoid 
delays in the process even in the event 
that various members may be away from 
the office at any given time. The app's 
candidate-related tools, meanwhile, let 
company members conducting interviews 
share and review feedback about a can- 
didate; provide ratings related to compe- 
tency; and take other actions on through 
the job-offering stage, including approving 
or rejecting a hiring requisition in a timely 
manner from a BlackBerry device. 

Another convenience-minded tool 
the app provides is the ability to not only 
search for co-workers, but also view how 
they fall in place within the company via 
an organization chart showing how em- 
ployees are related, what functions they 
perform, and who they directly report to. 
Further, users can email, call, or send a text 
to a co-worker from within the app. 
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HumanConcepts OrgPlus 
Mobile 

Free • 7,753KB 
For OrgPlus Enterprise users, HumanConcepts 
OrgPlus Mobile (Rel. March 21, 2011) grants access 
to charts and directories, enables searching for and 
contacting co-workers, and more. 



Clarity PPM 

Free • 324KB 



In a nutshell, Clarity PPM (Rel. March 16, 2011) is a 
project and portfolio management solution that CA 
Technologies offers onsite, hosted, or in SaaS for- 
mats. Perform workflow, time-management, time- 
entry, and time-sheet actions via your BlackBerry. 



BlueStar EDDToolkit 

Free • 137KB 
Attorneys, paralegals, litigation support staff, and 
clients dealing with processing, reviewing, and 
production tasks related to e-discovery matters 
will find useful tools in BlueStar Case Solutions' 
BlueStar EDDToolkit (Rel. March 25, 2011). 




Bill4Time Mobile 

Free • 58KB 

Bill4Time Mobile (Rel. May 13, 2009) from Broad- 
way Billing Systems syncs in-app entries with the 
BiMTime server, including client balances, invoices, 
payments received, and more. 



With Zip Code Finder (Rel. April 11, 2011) from 
MinsTech, you can pinpoint ZIP codes and area 
codes on maps, verify addresses, and access ZIP 
code-based demographic data. 



Meeting Cost 

Free • 212KB 

Hindam Innovation's Meeting Cost (Rel. May 16, 
2011) details how long a meeting is running and 
lets you see what that time is financially costing 
the company. 
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ADD DIRECT DIAL & MESSAGING 
SHORTCUTS TO THE HOME SCREEN 

For the one or two phone numbers you call fre- 
quently, it's a good idea to add a Direct Dial shortcut 
to your Home screen. To add a Direct Dial shortcut 
for a favorite contact to your Home screen, find an 
empty spot on your Home screen, press and hold 
your finger there, select Shortcuts, and select Direct 
Dial. Next, you'll see a list of every contact phone 
number in your address book. Scroll to find the 
phone number for which you want instant access 
and then tap to select it. To make a call, all you need 
to do is wake your phone and tap the shortcut on 
your Home screen. 

You can also add a Direct Message shortcut to 
your Home screen to get one-button access to the 
contacts you frequently 
send text messages to. 
Press and hold your fin- 
ger on the Home screen, 
select Shortcuts, and se- 
lect Direct Message. You 
will see a list of every 
contact phone number in 
your address book; scroll 
to and tap the phone 
number you often send 
text messages to. 

As long as a photo is 
associated with the phone 
number, Direct Dial and 
Direct Message shortcuts will 
display an image of the con- 
tact. Direct Dial icons feature 
a green phone symbol in the 
upper-right corner whereas Direct Message icons 
have a sideways smiley, to help you distinguish 
between the two. The letter in the upper-left corner 
denotes whether it's a home number (H), mobile 
number (M), or work number (W). 

ON-SCREEN KEYBOARD 
EMOTICONS MENU 

If you frequently send personal text messages, 
then you probably know how emoticons can add 
some generic, but sometimes helpful, emotional fla- 
vor to your brief missives. There are different ways 
to access your full suite of emoticons depending 
on your Android-based handset's messaging app 
(which varies depending on your carrier). 

To view your emoticons, start by tapping the 
messaging or messenger app from your Home 
screen or apps tray, insert a contact in the To field, 
and then tap the Type To Compose or Enter Message 
Here box to display the on-screen keyboard. Some 




Android lets you create 
speed dial shortcuts for 
calls and text messages. 



messaging apps display an emoticons key right on 
the keyboard. If you see a smiley on your keyboard, 
then simply "long-press" the key to display the full 
list of emoticons. Then just tap the emoticon you 
want and it will appear in the text window. 



CREATE A PLAYLIST SHORTCUT 

Attention music lovers: You can add Home screen shortcuts to your 
favorite music playlists. To do this, find an empty spot on your Home 
screen, press and hold your finger there, tap Shortcuts, tap Music Playlist, 
and then tap the playlist you want instant access to. 



0:43 



If you don't see a smiley on the soft keyboard, 
then press the Menu key and tap Insert Smiley. 
Next, you'll see a scrollable list of emoticons, along 
with a description and the symbol that represents 
the associated emotion. 

If pressing the Menu key doesn't display the In- 
sert Smiley key, then press More and access it from 
this submenu. The list that appears also includes a 
description and the associated symbol. 

■ BlackBerry 

IMPROVE CALL SOUND QUALITY 

The call quality for Bluetooth headset users is 
fixed, but if you talk on your BlackBerry the old- 
fashioned way (by holding it to your ear), then you 
might be able to improve the call quality. While 
you're on a call, simply press the Menu key, select 
Enhance Call Audio, and then 
choose between Normal, Boost 
Bass, or Boost Treble options. 

To change call quality for all 
calls, start by pressing the Send 
key while viewing the Home 
screen. Press the Menu key, scroll 
to and select Options, select Gen- 
eral Options, and then scroll to 
the last two entries in the menu: 
Enhance Handset Call Audio and Enhance Head- 
set Call Audio. Highlight the option adjacent to 
the call type you want to modify, press the track- 
ball or trackpad, and then select between Previous, 
Normal, Boost Bass, or Boost Treble. When you're 
finished, press the Menu key, and then select Save. 

CHANGE SPEED DIAL SETTINGS 

If you set up a speed dial number that you no 
longer use, it's simple to reassign the shortcut to a 
new number. Start by pressing the Send key from 
the Home screen, then pressing the Menu key. Se- 
lect View Speed Dial List, scroll to and highlight 
the speed dial entry you want to change, press the 



Enhance Call Audio: 
®U,J Normal 



'Boost Treble 



BlackBerry users can 
boost the bass or treble 
of their calls. 
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If you have an iPhone, you can 
"long-press" a hyperlink to view 
the full URL 



Menu key, select Edit, scroll to and select a new con- 
tact, confirm the number you want the Speed Dial 
to call, and then press the Escape key twice to re- 
turn to the Home screen. You can also just press the 
Delete key to unassign the speed dial. Now, simply 
long-press the speed dial key to dial the number. 

You can also shuffle your speed dial list by press- 
ing the Send key from the Home screen, pressing 
the Menu key, selecting View Speed Dial List, scroll- 
ing to and highlighting the speed dial entry you 
want to move, pressing the Menu key, and selecting 
Move. Now, just scroll with the contact number and 
press the trackpad when you've found a new place 
for it. Press the Escape key twice to get back to the 
Home screen. 

Note, the A, Q, and W keys will lock the phone, 
change the profile to silent, and call voicemail when 
long-pressed from the Home screen, respectively. 
Therefore, they cannot be used as speed dial keys. 

ADD NOTES TO A CALL LOG 

Email is great because it is an easily searchable 
text record of everything communicated, catego- 
rized in chronological order. Your call logs, howev- 
er, are significantly less informative. But BlackBerry 
users can attach notes to call logs to describe what 
was discussed in the conversation, indicate when 
to call back, whether or not you left a voicemail 
message, and more. To add a note to a call log, press 
the Send key from the Home screen, highlight a call 
log, press the Menu key, select View History, high- 
light the particular call you want to add the note to, 
press the trackpad, press the Menu key, and then 
select Add Notes. Then just type your call notes. 
When you're finished, press the Menu key and 
select Save. Now, in the call 
log menu, calls with notes will 
feature a green icon indicating 
as much. 

■ iPhone 

SCREEN YOUR 
HYPERLINKS 

Instead of tapping on links 
and waiting to load Web 
pages that may not pertain to 
whatever it is you're looking for, get a preview of 
the URL to quickly judge the link's relevance. To 
do this, simply launch Safari on your iPhone and 
long-press a hyperlink to bring up the hyperlink 
menu. The full link will appear above the Open, 
Open In New Page, Copy, and Cancel buttons. If 
the page looks like what you need, then open it us- 
ing the appropriate button. If not, tap Cancel and 
keep looking. 



QUICK ZOOM FOR MAPS & MORE 

When navigating the native Maps application 
on the iPhone, you know you can pinch to zoom in 
and out of the map, but a simple double tap zooms 
in a level, where you tapped. You can also quickly 
zoom back out by double-tapping the screen using 
two fingers. The one- 
and two-fingered dou- 
ble-tap zoom function 
also works in other iOS 
apps, including Safari 
and Mail. 

FORCE-QUIT AN 
APPLICATION 

The old method for 
force-quitting an ap- 
plication (pressing and 
holding the Home but- 
ton) no longer works 
on devices that use iOS 
4 and newer, thanks in 
part to the iPhone's Voice Control 
functions. According to Apple, 
there are two ways to force- 
quit applications. 

The easier method requires 
you to double-click the Home button to display the 
recently accessed applications, press and hold your 
finger over the app you want to remove from the 
list, and then tap the red icon in the corner of the 
app you want to close. 




To force-quit an app 
from this screen, just 
hold the Home key for 
seven seconds. 




You can perform the more involved force-quit 
operation (if for some reason the above method 
fails to do the trick) by bringing the app you want 
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to quit to the foreground, pressing and holding the 
Sleep /Wake button for roughly four seconds until 
the Slide To Power Off command appears, releasing 
the Sleep /Wake button, then pressing and holding 
the Home button for approximately seven seconds. 
When the Home screen reappears, you know the ap- 
plication has been shut down. 

■ webOS 

ADD PHOTOS TO CONTACTS 

To see a familiar face whenever one of your con- 
tacts calls you, add a picture to the address book 
entry. To do this on your webOS-based device, tap 
the Launcher icon, scroll to and tap the Contacts app 
icon, tap a contact that needs an image, tap Edit, and 
then tap the blank image icon. Next, scroll to and 
select the photo album that contains the contact's 
image, tap the image, adjust the image (center it and 
use pinch-to-zoom as you see fit), and tap Assign To 
Contact and Done to complete the operation. 

ASSIGN SPEED DIAL 

To quickly dial your most frequently called 
contacts, assign them speed dial shortcuts. To do 
this, tap the Launcher icon, scroll to and tap the 
Contacts app icon, tap a 
contact, open the appli- 
cation menu by tapping 
the upper-left corner of 
the screen, tap Set Speed 
Dial, and press the key 
you want to assign to the 
contact. The speed dial 
setting will appear below 
the phone number in the 
contact screen. Now, just 
press and hold the speed 
dial key that corresponds 
to the contact you'd like 
to call. To delete a speed 
dial setting, tap the con- 
tact, tap in the upper-left 
corner of the screen to open 
the application menu, tap Set 
Speed Dial, and then tap the 
Remove Speed Dial button. 
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Choose a letter from this 
screen to assign a speed 
dial shortcut. 



FIND WORDS ON WEB PAGES 

Being able to speed your browsing on your smartphone is impor- 
tant, that's why Windows Phone 7 devices have the same Find func- 
tion you find in Internet Explorer integrated into the smartphone's 
mobile Web browser. To access the function, just navigate to a Web 
page, tap the ellipses (three dots) in the lower-right corner of the 
screen, tap Find On Page, and then just type the keyword you're look- 
ing for. Now, just tap the right- and left-facing arrows to scroll through 
the instances of the word for which you're looking. 



Tap Find On A Page to scan mobile 
Web pages for key words. 
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with a plus sign). Type voicemail 
for the Name field and then type 
the voicemail number in the New 
Phone Number field followed by 
TT and the voicemail password. 
Now, when you dial this number, it 
will pause and enter the password 
so you don't have to. Now all you have to do is as- 
sign a speed dial shortcut. While viewing the voice- 
mail contact card, just tap the upper-left corner of 
the screen, tap Set Speed Dial, and press the key you 
want to assign to the contact. 

■ Windows Phone 7 

ENABLE GOOGLE APPS EMAIL 

To get Gmail working on your Windows Phone 7 
device, make sure you have Mobile Mail activated. 
To do this, log in to your Google Apps dashboard, 
tap the ellipses in the lower-right corner of the 
screen, tap Settings, tap the Sync Settings button, 
and then make sure there's a checkbox beside ev- 
erything you want to sync to your phone, including 
Email, Contacts, and Calendar. When you're fin- 
ished, tap the checkmark icons twice. Then tap the 
Windows icon to return to the Home screen. 



ASSIGN A SPEED DIAL SHORTCUT 
FOR VOICEMAIL 

The first step in creating a speed dial shortcut 
for your voicemail is to create a voicemail contact. 
Start by tapping the Launcher icon, scrolling to and 
tapping the Contacts app, and then tapping the 
Add A Contact icon in the lower-left corner of the 
screen (it looks like a head and shoulders silhouette 



DISABLE CALLER ID 

If you don't want your Windows Phone 7 phone 
number popping up on everybody's caller ID, then 
disable the function from the Settings menu. Swipe 
left from Start, tap Settings, swipe left again to ac- 
cess the Applications tab, select Phone, and tap the 
white box below Show My Caller ID To. Finally, se- 
lect Everyone, No One, or My Contacts. ▲ 
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Mobile Web Notes 

New & Updated Sites & Services 



by Seth Colaner 



When you're away from the office, your productivity doesn't have to stop. 
The Web is exploding with mobile sites and online services, including office 
tools, news alerts, entertainment, and any number of other useful items. Just 
as quickly, it seems, others go under, are bought by larger companies, or 
simply evolve into something different. We've found some of the freshest and 
most useful sites, services, and updates for you to consider. 



Windows Phone 7 Web Marketplace 

The developing Windows Phone 7 continues 
onward increasing the ways in which users can ac- 
cess the Windows Phone 7 Marketplace. Currently, 
you can only do so through either the phone or 
its accompanying desktop software, but soon the 
Marketplace will also be available via the Web. 
Available along with the upcoming OS update later 
this year, users will be able to browse the Web 
Marketplace for apps, view descriptions and screen- 
shots, and read user reviews. 

The Web version of the Marketplace is designed 
to give developers an additional means of pro- 
moting their products as well as providing users 




Version 2.5 of the Bolt 
mobile browser is now avail- 
able and features various 
improvements, including 
better support for HTML5 
audio and video. 



with another way to discover and share apps. 
Users can quickly make purchases when logged in 
with a Windows Live ID. 

Senate Looks At Mobile Privacy 

The Internet is still a relatively young frontier, and 
although parts of it are quite mature, it's still a sort 



of Wild West, where service providers, hardware 
makers, and government agencies are trying to sort 
out who has which rights to what, and to what extent. 

The mobile segment is particularly contentious, 
as the mobile Web is used for communicating, 
storing personal data, behavior tracking, location 
services, and more. Recent revelations indicate 
that data is being collected — possibly illegally — 
by some of the biggest players in tech, including 
Facebook, Google, and Apple. The U.S. Senate 
convened a hearing with some of those big players 
to discuss the privacy issues inherent in the mobile 
Web, mobile devices, and mobile apps. 

Senators involved in the discussion called on com- 
panies to make privacy a priority instead of an after- 
thought, make opting in the norm instead of opting 
out, to not track minors, and to provide a simple and 
easy-to-understand way for users to allow or block 
third parties from accessing their data. 

Bolt Browser Version 2.5 

The Bolt browser (www.boltbrowser.com) has re- 
ceived an update in the form of version 2.5. New fea- 
tures include geolocation support for sending latitude 
and longitude information through the browser to 
location services, Facebook video playback, and an im- 
proved Download Manager. It's also been upgraded 
to Webkit 5 and has a user interface that includes a 
more streamlined layout and menu structure. Version 
2.5 also includes better HTML5 support, including 
audio and video streaming. 

New UC Browser 

The UC Browser is the flagship product from 
China-based UC Web and more than 10 million 
active users. The browser runs on most mobile 
platforms, including Android, iOS, BlackBerry OS, 
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MotherKnows is a service that, once you subscribe, automatically tracks your child's 
medical records and makes them available for you to access any time. 



TripAdvisor can now include MyReviewsNow among its many affiliate sites, all of 
which help generate content and drive traffic. 



Symbian, WinCE, bada, Java, and more, and version 
7.6 is now available. 

Features include advanced compression tech- 
nology to reduce data traffic, multi-tab switching 
so you can easily switch between pages, search 
capabilities, Stable Network technology designed 
to make wireless networks more stable, autocom- 
pletion for URLs, and a download manager that 
allows multithreaded and resumable downloads. 

UC Browser also includes easy privacy manage- 
ment, multiple viewing choices for sites, the ability 
to save and share Web pages, and a file manager 
that lets you open and view files in the browser. 

Health Records Anywhere, Anytime 

Whether you need to pull down important health 
information in the midst of an emergency or just want 
to track your child's development regarding immuni- 
zations, milestones, and so on, MotherKnows (www 
.motherknows.com) is a startup that provides a way 
to do so via the Web; the service is still in beta, but you 
can request an invite from the Web site. 

MotherKnows pulls in data automatically after 
you sign up, so you don't have to do much of any- 
thing to manage the information. The data is 
stored in the cloud and is accessible online or 
via a mobile device. 

MyReviewsNow & TripAdvisor 

TripAdvisor (www.tripadvisor.com) is a 
travel site designed to help people plan trips. 
The site operates in 27 countries and drives 
much of its traffic through affiliate sites, of 
which it has several. Now, TripAdvisor has 
one more affiliate site to add to its roster in 
MyReviewsNow (myreviewsnow.net). 

Google Wallet is Google's attempt at NFC payments and is 
designed to be paired with Google Offers, which is a tool 
that delivers local coupons to users. 



The whole package is designed to operate with a 
community mindset, with users submitting reviews of 
hotels, cities, travel guides, and more. Features include 
the ability to pin mark travel maps, communicating 
directly with other users, and booking tools. ▲ 



THE GOOGLE BEAT 

Google is an extremely prolific company, churning out a veritable waterfall 
of updates, upgrades, and new products. Here are some of the latest develop- 
ments from the gang at Mountain View. 

Although the recently announced Google Wallet and Google Offers are 
both initiatives that are strikingly similar to other offerings in the wild (such as 
PayPass and Groupon, respectively), when Google rolls out an NFC-based pay- 
ment system and a local business-based special coupon service, it's a big deal. 
Google has partnered with Citi, MasterCard, First Data, and Sprint to offer NFC 
payment capabilities on Android devices. Wallet is available at select stores all 
over the country, and Offers is currently only available in Portland, New York 
City, Oakland, and San Francisco. 

The combination of Google Places and Street View in Google Maps makes 
for a powerful duo, but Google is taking things a step further; instead of Street 
View ending at the storefront, businesses can now request that Google come 
and photograph the inside of their establishments, which will then be available 
for viewing on the business' Places page. 

Google Goggles is a new Android app, and it has the potential to alter 
how people search the Web from their mobile devices. The way it works 
is that you snap a photo of an object, and Google Goggles will return 
search results based on that object. 



^\ Google wallet 



Where it works 




Coming Soon 

Tap. pay, and save with Google Wallet. 
Notify me > 



© f) © 



PC Today/ July 2011 65 



PERSONAL ELECTRONICS 

TECH FOR HOME & LEISURE 




Digital 




Apple Walks On The iCIoud 

■ Amazon.com and Google debuted their respective cloud 
computing-based Cloud Player and Music Beta digital music 
lockers first, but don't be surprised if Apple's wider-ranging 
iCIoud service quickly passes both companies up considering 
the vast amount of iOS devices in the wild. Detailed in early 
June, iCIoud is available now as a beta but officially coming 
this fall. The platform gives iPad, iPhone, and iPod touch 
owners 5GB of free online space for "Mail, Document Storage, 
and Backup" and will store users' purchased music, apps, 
books, and Photo Streams without denting the 5GB. 

Overall, iCIoud includes the former MobileMe services 
(Contacts, Calendar, and Mail now work with iCIoud, al- 
lowing for calendar sharing, keeping inboxes up-to-date across 
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LiveScribe Wants You To Connect 

■ We've been fans of LiveScribe's Echo and Pulse smartpens for quite some time. The lineup 
now includes the recently released 2GB Echo smartpen ($99.95; www.livescribe.com), which 
also supports the company's new Connect technology, a feature that only cements our appre- 
ciation for LiveScribe smartpens and what they can do. For the uninitiated, LiveScribe's Echo 
and Pulse smartpens enable users to jot down notes on dot paper but with the added ability 
to record audio that users can link to the notes. In other words, "smartpens 
record everything you write and hear" so you can "replay your meeting or 
lectures simply by tapping on your notes." With the new Connect ability, 
which comes in Basic (free) and Premium ($14.99) versions, users can 
send notes and audio as an "interactive pencast" to various contacts and 
online applications. Possibilities include sending interactive Pencast 
PDFs. The Basic version of the feature includes mobile connectors 
to Facebook, Evernote, MyLiveScribe, and other services. The 
Premium Connect version includes email and Google Docs con- 
nectors. Owners of 4GB and 8GB Echo smartpens can download 
Premium free. Owners of the 2GB 
Echo must upgrade to Premium. 




devices and computers, 
and more), the App 
Store and iBookstore 
(downloads all pur- 
chased iOS apps and 
books to all devices), 
Backup (automati- 
cally backs up iOS devices to iCIoud daily via Wi-Fi), Storage 
(stores documents created via iCIoud Storage APIs, pushing them 
to all devices), Photo Stream (automatically uploads snapped 
or imported photos and pushes them to all devices), and iTunes 
services. The iTunes service lets users download their previously 
purchased iTunes tracks to all iOS-supported devices free. New 
music purchases will now automatically download to all iOS 

devices. An iTunes Match 
service ($24.99 annually), 
meanwhile, will replace a 
user's non-iTunes music files 
with 256Kbps AAC DRM- 
free versions if available. 

Along with iCIoud, Apple 
also introduced iOS 5 com- 
plete with 200 new features. 
Officially available this fall 
and in beta now, iOS 5 lets 
users activate iOS 5 devices 
without a computer required, 
plus receive software updates 
over the air. A Notification 
Center, meanwhile, stores 
all alerts, including those for 
new email and text messages, 
in one location, making them 
accessible from any screen, 
including the lock screen, 
with a finger swipe. iMessage 
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Bang & Olufsen Does The Update Dance 

■ If you're an iPhone, iPad, or iPod user who desires "the highest quality in ear- 
phones/' longtime and noted audio gear maker Bang & Olufsen (www.bang-olufsen 
.com) states that its new EarSet 3i headphones can "serve as the perfect companion." 
An update to the company's previous EarSet 3 headphones, the wired EarSet 3i 
^■^^ ($199) sport a handsome, scratch-free, and streamlined aluminum- 
^ brushed exterior topped off with a soft-touch rubber coating. 
| ^ | An integrated in-line control unit enables users to browse music 
tracks; control volume; and answer, end, decline, and put calls on 
hold coming from a connected smartphone. Another notable design 
touch has Bang & Olufsen mounting the headphones' dynamic, full- 
tone speakers on a "telescopic bar." Overall, the design can adjust "to the 
contours and curves of every individual ear," the company states. More 
important for exercisers, the headphones will "rarely fall off the user, 
even during physical activities such as running, biking, jogging, etc." 




20,000-plus digital magazines avail- 
able to Android users. Additionally, 
Marie Claire and Seventeen readers 
can access interactive features in 
those pubs. The same treatment 
is planned in coming months for 
Harper's Bazaar, Harvard Business 
Review, and others with interactive 
features including embedded videos, 
social networking connections, dy- 
namic ads, and search. 



lets users "easily send text messages, photos, and videos between 
all iOS devices" and search all phone- and email server-stored 
messages. Stronger Twitter integration allows for tweeting photos 
from within photo apps, and a new Newsstand app combines 
users' paid newspaper and magazine subscriptions in one location 
while also offering automatic publication downloads. 

Zinio For Android Tablets 

■ Until recently, the digital magazine offerings that Zinio (www 
.zinio.com) provides via its digital newsstand were available 
for desktop PCs, notebooks, and iPads and iPhones. Now 
owners of Android devices "spanning 2.2, 2.3, and all 3.0 
Honeycomb versions" can get in on the reading party via a new 
app available in the Android Market. Initially, Zinio is making 
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Multi-Monitor Madness 

■ If you have multiple monitors 
on your desktop, you're not alone. 
More users, including enterpris- 
ing business executives with mul- 
titasking eyes on various bits of 
information at once, are taking ad- 
vantage of such configurations. A common problem, however, 
is dealing with the cables and cords that end up snaking around 
the desktop. XFX (www.xfxforce.com), which builds "all-out, 
mind-blowing, performance-crushing, competition-obliterating 
video cards and motherboards," has a solution with the new 
Triple Display Monitor Stand ($389.99). Fully adjustable and 
supporting up to 24-inch monitors via three extensions, the stand 
essentially allows for creating a three-headed monitor monster 
resting on one base. Further, the Triple Display Monitor Stand 
wrangles cords and cables via a cable-management clip system 
and integrates two USB ports and microphone and headphone 
jacks. A one-step mounting /dismounting mechanism, mean- 
while, eases attaching the monitors while semi-adjustable display 
mounts and pivots raise 20% and lower 10%. 



Bluetooth-Loving iPad & iPhone Cases 

■ Arguably, the first thing to know about CruxCase's new Crux Loaded case ($249; www.cruxcase.com) for the iPad is that it's 
heralded as "the world's first clamshell-keyboard case to feature both a remote Bluetooth trackpad and an additional external 
battery" for the iPad. Set for release this fall, the Crux Loaded's Bluetooth trackpad lets users control actions (scrolling, swipes, 
and pinching) that are normally accomplished on the iPad's display. The extra external battery that's included, meanwhile, fits 
within the case's base, connects to the iPad via a 30-pin cord, and provides roughly an additional 75 hours of rated battery life. 
Elsewhere, CruxCase plans to start shipping its new Crux360 case ($149) in July 
featuring a lighter, thinner design, and support for Apple's Smart Cover tech- 
nology. Beyond bearing a Bluetooth keyboard, the Crux360 offers modes for Laptop 
(enables keyboard use), Movie (ideal for movie watching and Internet use), Tablet 
(reading books and magazines), and Carry (protects the iPad 2 when not in use). 

Sticking with the Bluetooth theme, Naztech Technologies (www.naztech.com) has 
its own Bluetooth-based Apple accessory now for sale with the Ultra-thin Slide-out 
Bluetooth Keyboard ($86.99) for Apple's iPhone 4. But this isn't just any keyboard, mind 
you. It actually slides out, provides full QWERTY characteristics, and integrates Search 
and Home keys. All this ability draws power from a Li-Ion battery that is rechargeable 
via built-in miniUSB port. Naztech guarantees the keyboard "works great with any 
app," as well as for email, Web browsing, Hogging, calendar, and notes applications. 
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The Library Comes Alive On Your Ereader 



by William Van Winkle 



Libraries have been an integral part of per- 
sonal enjoyment and professional re- 
search for centuries, but the institution is 
now facing massive changes as the ebook inches 
ever closer to supplanting paper books as a main- 
stream reading medium. Gradually, libraries are 
embracing electronic lending, and it seems inevi- 
table that soon libraries will start offering digital 
holdings that have no paper-based counterparts. 
The time to get cozy with using your ereaders for 
library holdings is now. 

Borrowing Background 

We're going to use the term "ebook" in the con- 
ventional sense, meaning an electronic form of a 
conventional book. But keep in mind that audio- 
book, music, and video assets are treated in essen- 
tially the same way. You can borrow an audiobook 
in MP3 format from the library in the same way 
you borrow a text ebook, using the same check-out 
process and often the same "viewing" device. 

While the situation may change, most (if not all) 
ebooks you can check out from a library today are 
not owned by the library. Rather, the library licenses 
those assets from a content aggregator. It's not so 
different from renting a Netflix movie, only you're 
paying with local taxes rather than a subscription. The 
library is an intermediary, passing through ebooks 
from the aggregator to patrons according to a strict set 



of management rights designed to mimic traditional 
book lending. The library is allowed to loan a certain 
number of digital copies of each asset, and each can be 
borrowed for a given amount of time before expiring, 
at which point the content becomes unviewable. 

There are several ebook aggregators jockeying for 
position in this new market. OverDrive (www. over 
drive.com) is currently one of the largest and most 
established with U.S. libraries, and we'll look at the 
library e-lending process through OverDrive's plat- 
form. In the Software/Apps area on OverDrive's site, 
you can download the free OverDrive Media Console 
app for Android, BlackBerry, iPhone, Mac, Windows, 
and Windows Mobile. The OverDrive app greatly 
simplifies library borrowing, in part because it works 
hand in glove with underlying asset management 
technologies from the likes of Adobe and Microsoft as 
well as common ebook formats, such as EPUB, PDF, 
MP3,andWMA. 

The Checkout Process 

Let's run through a couple of common checkout 
scenarios. We spent several weeks experimenting 
with ebook borrowing on Barnes & Noble's stun- 
ning Nook Color and the Sony Reader Pocket 
Edition. Note that, as of this writing, Amazon's 
Kindle devices do not support library borrowing, 
although the feature has been announced for the 
second half of 2011. 
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The Nook Color 

The Nook Color is effectively an Android tablet with a restricted application set. We found the 
reading experience far more engaging with the Nook Color than with our third-generation Kindle, not 
only for the color and much more evolved navigation system, but also for the touchscreen and "en- 
hanced" in-page content (audio, video, and interactive elements) found in some titles. We didn't find 
any enhanced ebooks through OverDrive, but their eventual inclusion seems inevitable once industry 
standards for such titles develop. 

The Nook Color shows up as a removable storage device in Windows when attached via USB. You 
can simply copy ebook files to the Nook as you would move any file to a flash drive, but the better 
way to handle library ebooks is either with OverDrive Media Console or with a free ebook manager/ 
viewer application called Adobe Digital Editions (www.adobe.com/products/digitaleditions). The 
six steps below show how the process works. (This process was even easier on our Motorola Droid 
phone, which could download and display through OverDrive directly instead of using the PC as a 
go-between.) 



/I From OverDrive, you will select which titles to 

download and begin downloading. You should also 
see the item listed in your Media Library. We encountered a 
couple of errors at this point, depending on the specified media; 
the most common was a security warning indicating that we 
needed to patch Windows Media Player. (Tip: Go to the URL 
shown in the error pop-up in Internet Explorer.) We also en- 
countered a video that, after downloading, refused to transfer to 
our Nook Color, stating that we specifically needed the "mobile 
version" of the download. This version appeared alongside the 
regular video version in Library2Go's download screen. 
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Find materials you wish to 

check out. (There may be a limit; 

our library imposes a six-item 

limit per Library2Go patron.) 

If you don't want the delay of 

placing items on hold, check the 

Only Show Available Titles box 

when performing searches. 



When ready, click the 2Go 



Click the Transfer button to begin copying to your ereader. 

OverDrive will detect your attached device if it is compatible 

with the ebook's format. (For instance, we could view a 

downloaded WMV video on the host PC but couldn't transfer 

it to the Nook Color.) A transfer wizard will walk you through 

the steps necessary to send the ebook to your ereader. 
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OverDrive will automatically 

detect your ereader and walk 

you through copying ebooks 

to your device. 
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Digital) file to your system. 
Launching this file will bring up 
the OverDrive Media Console or 
Adobe Digital Editions manager 

you've previously installed. 



In Adobe Digital Editions, your download will appear in 

your All Items bookshelf. On the left, you'll also see your 

compatible ereader listed, as with our "MyNOOKcolor." To 

transfer a library item to your ereader, simply drag and drop its 

bookshelf thumbnail onto your ereader 's device name. 



Sony Reader 

The Reader is smaller 
and simpler than many of 
its counterparts, but it still 
works like a champ through 
management tools such as 
Adobe Digital Editions. ADE 
recognized our PRS-350 
without issue. Additionally, 
Sony includes its own 
Reader Library software. 
This app divides your li- 
brary into books, periodicals, 
audio, pictures, a notepad, 
and purchased items, much 
like how the ereader's home 
screen is organized. 

Sony builds its own 
"eBook Store" into the 
Reader Library, which 
should prove useful for those 
times when you don't quite 
finish a borrowed item and 
can't stand to wait in the res- 
ervation queue again. As the 
Reader has no wireless con- 
nectivity, you must use the 
PC-based Reader Library to 
interact with the eBook Store. 

Sony deserves special 
credit for placing "point of 
sale"-type Reader displays in 
many libraries and drawing 
public attention to the great 
opportunity afforded by 
library elending. It's a great 
new resource not to be missed. 
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Electronics For Fitness 

Goodbye Dumbbells, Hello Smartphones 



by Tracy Baker 




All-in Yoga lets you create 
a custom yoga routine, and 
then plays it back along 
with audio and visual cues. 
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Ready 




The Couch to 5K app helps 
you keep track of every as- 
pect of this running program. 




Unlike most console 
fitness games, EA Sports 
Active 2 comes with a 
heart rate monitor. 



Setting up a good fitness plan requires tracking 
progress religiously, keeping yourself moti- 
vated, and fine-tuning things to meet your 
goals. Monitoring all this gets old fast, making it easy 
to slip back into old habits, so why not invest in some 
fitness gadgets and apps that automate all that tedious 
bookkeeping? Here's a rundown of gear, games, and 
apps that can help you focus on the fun stuff. 

All-in Yoga 

The All-in Yoga ($1.99; bit.ly/jAGcOV) app takes 
advantage of the multimedia capabilities of the 
iPhone, iPod touch, and iPad to provide audio in- 
structions for hundreds of yoga poses, along with 
video for many of them. You can add an included 
yoga program or piece together one of your own, 
and then play it in sequence with still pictures and 
audio feedback. 

Couch To 5K 

Over the course of about nine weeks, Couch to 5K 
($2.99 from iTunes; felttip.com/c25k) can train nearly 
anyone who doesn't run to complete a 5K run. The 
program focuses on intervals of walking and run- 
ning, with the running component becoming longer 
as you progress. The software alerts you via beeps 
or vibrations on an Apple device as to when it's time 
to walk or run, letting you concentrate on exercising 
without watching a clock, and guides you through 
each step of the Couch To 5K program. 

EA Sports Active 2 

Most fitness programs for game consoles are pro- 
prietary, but EA Sports Active 2 ($39.99; www.ea 
sportsactive.com) is available for the Nintendo Wii, 
Sony PlayStation 3, and Microsoft Xbox 360. Active 
2 includes a heart rate monitor, coaching, and on- 
line fitness tracking that lets you create groups with 
friends. Xbox 360 Kinect owners can enjoy the game 
without using any controllers, making it possible to 
incorporate dumbbells and other equipment into 
routines for more intense workouts. 

Endomondo 

Endomondo (free, $3.99 for Pro version; www 
.endomondo.com) lets you choose from a long list 



of exercises; then it tracks your distance, time, and 
calories burned while you complete said activity. 
Pair the app with optional hardware and you 
also can monitor your heart rate during activities. 
Endomondo has some interesting audio features, 
as well. The app can speak messages that your 
friends type to you as you work out, and an audio 
coach tells you how far you are from reaching a 
distance goal. Upgrading to Endomondo Pro gets 
you extra audio coaching features, including com- 
peting against previous times, setting a new time 
goal, and setting a calorie goal for each workout. 

FitBit 

The FitBit ($99.95; www.fitbit.com) is a device 
you wear all the time that tracks your overall activity 
level and sleep habits. During the day it measures 
steps taken, calories burned, and other workout- 
related information, and at night you attach it to a 
wristband so the FitBit can tell you how long it took 
to fall asleep and how many times you woke up. The 
data uploads wirelessly and automatically to a base 
station connected to your 

PPC, and you can view and 
graph the data using the 
included software. 

The FitBit is designed for wearing both day and night. 

Garmin Forerunner 610 

Slapping a Garmin Forerunner 610 ($349.99; 
www.garmin.com) on your wrist is as close as 
you can come to becoming 
the Bionic Man (or Wom- 
an). Program a work- 
out, or race against 
a set pace, a previous 

The Garmin Forerunner 
610 is equipped with a 
GPS and touchscreen. 
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time, or a friend's time. The 610 features a touch- 
screen display, so you don't have to fiddle with 
puny buttons, and vibration alerts for various 
readings such as time, heart rate, or run/walk 
intervals mean you never have to look at the de- 
vice during a run. When you're done with your 
workout, walk up to your computer and the 610 
wirelessly dumps all the data it's collected for later 
analysis using Garmin Connect. Or you can use 
the 610 with exercise equipment compatible with 
ANT+ workout tracking. 

Omron HJ-720ITC Pedometer 

Most pedometers just track your steps. The 
Omron HJ-720ITC ($59.99; www.omronhealth 
care.com) lives up to its sci-fi name by sepa- 
rately measuring regular steps, aerobic (sus- 
tained) steps, calories burned, 
and distance traveled. The 
HJ-720ITC can store data in 
its internal memory for up to 
41 days, but the best part is 
that you can transfer all that 
information to the included 
Omron Health Management 
Software for long-term track- 
ing and analysis. 

The Omron HJ-720ITC sets itself apart from other pedometers 
by connecting with a PC to effortlessly track long-term data. 

Polar USA RS800CX 

This is the wrist computer Batman would 
use to train. The core of the Polar USA RS800CX 
($439.95; www.polarusa.com) is a full-featured 
age-based heart rate monitor that helps you 
stay in the proper range of beats per minute 
for maximum workout efficiency. It also tracks 
calories burned, adjusting for altitude using the 
integrated altimeter. Then you can attach add- 
ons such as a GPS and other sensors that help 
cyclists and runners track 
^t distance, cadence, and 
other factors that the 
included ProTrainer 5 
software can process. 

The RS800CX is the ultimate tool for 
heart rate-based fitness training. 





RunKeeper 

Whether you want to find a good running 
route in your town or map a new one, Run- 
Keeper (free or $4.99 for Elite version; runkeeper 
.com) can turn your mobile device into a personal 



running coach. You can select from several pre- 
installed workouts or customize your own, and 
audio cues are provided as you exercise to keep 
you on pace and let you know how you're pro- 
gressing. Social networking features let you find 
routes others have mapped or upload those 
tracked by your phone's GPS. You also can let 
friends know what you're doing or purchase 
RunKeeper FitnessClasses that let you join vir- 
tual fitness groups for extra motivation. RunKeeper 
is compatible with Android and Windows Phone 
7 devices, as well as Apple's iPhone, iPod touch, 
and iPad. 

Withings WiFi Body Scale 

Consistent tracking is key when it comes to 
measuring your weight, and the Withings WiFi 
Body Scale ($159; www.withings.com) takes all 
the work out of the process. The scale sends read- 
ings wirelessly to your computer using Wi-Fi over 
your home network, and the included software 
tracks your progress. And if you can't be near a 
computer, you can access your body scale infor- 
mation via apps for the iPhone, iPod, and iPad, or 
Android devices. 




The Withings WiFi Body scale uses a wireless network to help 
you track weigh-ins. 

Your Shape Fitness Evolved For 
Microsoft Xbox 360 Kinect 

The Wii kicked off the trend of consoles 
using motion controls, and Sony's PlayStation 
3 Move built on it, but Microsoft's Kinect for 
the Xbox 360 takes interactivity to a new level 
by getting rid of the controller and using 
your body for input. This makes it great for 
fitness titles like Your Shape Fitness Evolved 
($49.99; yourshapegame.us.ubi.com), which 
comes with a variety of workouts created by 
professionals and tracks your body as you 
move to provide detailed feedback on form. 
The downloadable add-ons provide variety 
for your routines, and the game keeps records 
of your long-term progress. ▲ 
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RunKeeper uses your 
phone's GPS to map running 
routes and lets you use 
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Your Shape Fitness Evolved 
tracks your body as you 
move, giving you detailed 
feedback and tracking your 
long-term progress. 
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Solve Notebook-Projector 

Setup Problems 



You're ready to give your presentation, but until that first slide appears on 

the big screen, you can never be sure that your equipment has got your back. We can't tell you 
not to worry, but these handy tips should help bail you out if your presentation goes south. 



Get Connected: The Basics 

Making the connection between your note- 
book and your projector can sometimes be the 
hardest part of setting up your presentation. 
Not because it's difficult to do, but because 
when it doesn't work, you are left scratching 
your head wondering how such an easy thing 
can go wrong. 

Video. Turn off all equipment and connect 
your notebook's video out port to the projec- 
tor. The usual connection choices for a note- 
book are VGA (Video Graphics Array), DVI 
(Digital Visual Interface), HDMI (HD Multime- 
dia Interface), and DisplayPort. Many projectors 
have VGA and one or more digital connections, 
such as DVI or HDMI. When possible, use a dig- 
ital connection for a high- 
quality presentation. 

Sound. Some HDMI 
and DisplayPort digital 
video connections can 
carry the audio through 
the same port, but both 
the notebook and the 
projector must support 
audio over the digital 
video connection. 



If you're using the projector's 
remote to control the mouse 
pointer on your notebook, 
make sure the mouse 
port on the projector is 
connected to your 
notebook, usually via USB. 



Traditionally, audio is connected using 
the notebook's audio out jacks (RCA jacks 
or a 3.5mm stereo headphone jack) and the 
projector's audio in ports (often RCA jacks 
or 3.5mm jacks). 

If you're not using the projector's built-in 
speakers /audio system, make sure you con- 
nect your notebook's audio out to the sound 
system you intend to use and turn the volume 
down on the projector's speakers. 

Mouse. If you're using a mouse, or a re- 
mote mouse controller, make sure the con- 
troller/mouse is connected, usually through 
the notebook's USB port. If you are using 
a wireless mouse /controller, make sure the 
notebook has the appropriate wireless con- 
nection enabled. This is typically Bluetooth 
or a USB port wireless dongle. 

Get Connected: Network Projectors 

Many corporate venues supply network 
projectors, which are connected to the com- 
pany's network and are made available as 
a shared resource. Making a connection to a 
network projector is as easy as plugging your 
notebook into the corporate network via wired 
or wireless Ethernet. Check with the compa- 
ny's IT staff for specifics. 

Once connected, use the network connec- 
tion wizard in Vista or Windows 7 (not avail- 
able in Windows XP) to find the projector you 
wish to use. Select Start, All Programs, Acces- 
sories, and Connect To A Network Projector. 
When you run the connection wizard, you may 
be informed that your notebook's firewall is 
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blocking the ability of the projector to make a con- 
nection; click the button to allow the network con- 
nection to be made. 

You can either have the wizard search for available 
network projectors or enter the projector's address 
manually if it is available. After you make the con- 
nection, a Network Presentation window will mini- 
mize to your taskbar. When you're ready to make 
your presentation, open the Network Presentation 
window and select Resume. Your notebook will treat 
the network projector like an external monitor. 

Video Is Missing 

In many cases, your notebook will detect that 
you have a projector plugged into one of its video 
outputs and will automatically turn on the port. Not 
all notebooks do this, however; and even those that 
do can still have missing video if the notebook isn't 
set to duplicate the Desktop or extend it to the sec- 
ondary monitor (the projector). 

Many notebooks use a function key combination 
to toggle the projector port on or off and set how you 
can use the display. We prefer to use the control pan- 
els in Windows to perform this function rather than 
pressing random key combinations in the hopes we 
find the right combination. 

In WinXP, right-click a blank area on the Desk- 
top, select Properties, and click the Settings tab in 
the Display Property dialog box. In Vista, right- 
click a blank area on the Desktop, click Personalize, 
and select Display Settings. In WinXP/Vista, select 
the second display in the drop-down menu. Place 
a check mark next to Extend My Windows Desktop 
Onto This Monitor. Click Apply Your Desktop back- 
ground should now appear on the projector. 

In Win7, right-click a blank area on the Desktop 
and select Screen Resolution. Select the second dis- 
play from the Display drop-down menu and select 
Extend These Displays from the Multiple Displays 
drop-down menu. Your Desktop background should 
now appear on the projector. 

Win7 also has a pop-up display for selecting the 
content that is sent to the projector. Press the Win- 
dows-P keys to bring up the four possible selections: 
Computer only (turns the projector display off); 
Duplicate (mirrors your computer's Desktop on the 



projector); Extend (uses the projector as an extension 
of your Desktop); and Projector only (turns off your 
notebook's display and uses the projector as the 
main display). 

Video Is Out Of Range 

You'll see an out-of-range message when the 
projector is expecting a video signal from your note- 
book to comply with the projector's preset resolu- 
tion. When the projector can't make heads or tails 
of the signal, it displays an out-of-range message. 

Right-click a blank area on your Desktop. In 
WinXP, select Properties and click Settings in the 
Personalization window. In Vista, select Personal- 
ize, and click Display Settings in Display Properties. 
In Win7, select Screen Resolution from the pop-up 
menu. Next, use the drop-down menu in WinXP/ 
Vista/ 7 to select the display associated with the 
projector, usually the second monitor. 

Use the resolution slider (WinXP/Vista) or the 
resolution drop-down menu (Win7) to adjust the 
resolution to the correct value; try 800 x 600 or 1,024 
x 768 as these are fairly common resolutions that 
most projectors can handle. 

Keystone Images 

Keystoning occurs when the projector isn't per- 
fectly perpendicular to the screen. Try repositioning 
the projector to get it as perpendicular as possible in 
the horizontal and vertical axis. If the image is still a 
bit bent, use the projector's keystone adjustment. 

Display Turns Off 

If the projector's display turns off during your 
presentation, check your notebook's power man- 
agement feature, especially if you're running the 
notebook off of its battery. Whenever possible, use 
your AC adapter to run your notebook. 

Video Won't Display Or Is Choppy 

Your slide presentation works fine, but when you 
try to show a video, all you see is a blank window or 
a choppy rendition of the video. Trying to display a 
video on two monitors can be too much for a video 
card that has marginal graphics capabilities. Try 
setting the projector as the primary display. ▲ 



For the best audio quality, connect your 
notebook's audio outputs to the projector 

or to separate audio amplifiers/speakers. 
Don't use your notebook's headphone jack 
to make audio connections. 
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Revive A Dead 



Smartphone 



Emergency CPR Techniques 



What should you do when your smartphone decides to play dead? 

Resist the urge to throw it against the nearest wall and try one of these techniques instead. 



Soft Reset 

All phones have a soft reset function, 
which is similar to restarting your computer. 
Beware that performing a soft reset will cause 
you to lose any data that isn't saved, but you 
will retain information previously stored on 
your smartphone. 

Motorola Backflip. Power the phone off. 
Remove and reinsert the battery, then power 
the phone back on. 

Android (Other). All remaining Android 
models use a simple power cycle to perform a 
soft reset. Just turn the phone off and then back 
on again. 

BlackBerry (QWERTY keyboard). Press 
and hold the ALT-CAP-DELETE key combina- 
tion. The display goes black for a second and 
your BlackBerry resets. 

BlackBerry (SureType keyboard). Press the 
ALT-CAP and Right Shift-DEL keys. When the 
screen goes blank, release the keys. 

BlackBerry (touchscreen). Turn the Black- 
Berry off and remove the battery for at least 
30 seconds. Reinstall the battery and turn the 
device back on. 

iPhone (all models). Press and hold the 
Sleep /Wake button on the top of the iPhone 
and the Home button. Continue to hold both 
buttons (approximately 10 seconds) until the 
screen goes blank. You'll see the white Apple 
logo as the iPhone reboots. 

Nokia (all models). Power the phone off and 
remove the battery for 30 seconds. Reinstall the 
battery and power the phone on. Alternately, 
you can enter the code *#7380# and select Yes. 



Palm Pre. If the phone's menus are still ac- 
tive, select Device Info, Reset Options, then 
select Soft Reset. If the Palm Pre is locked up 
or frozen, hold the power button and cycle 
the ringer button on and off three times. If 
that doesn't work, press and hold the Orange, 
Sym, and R keys until the device reboots. 
Turn the phone off, remove the battery for 10 
seconds, reinstall the battery, and power the 
phone up. 

All other smartphones. You can generally 
perform a soft reset by powering the phone off, 
removing the battery for 30 seconds, and pow- 
ering the phone back on. 

Hard Reset 

A hard reset is a last-ditch option that 
returns your phone to its factory settings, 
which means you will lose all data and in- 
stalled applications. Before you perform a 
hard reset, remove the memory card from 
your phone; that way you can recover data 
from the card later. 

AT&T TerreStar GENUS. With the device 
turned off, press the red power key. When 
the TerreStar logo appears, press and hold 
the E-Power keys until a green checkmark 
appears in the lower-left corner. Release all 
keys. The device will power up and perform 
a factory reset. 

Android (all models with functioning 
menu systems). One of the following menu- 
based systems for performing a hard reset 
should work, depending on the phone and 
version of Android. 
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Open the application menu. Tap Settings, SD 
and Card Storage, Factory Data Reset, and follow 
the on-screen instructions. 

From the Home screen, tap Menu, Settings, Pri- 
vacy, and Factory Data Reset, and then follow the 
on-screen instructions. 

From the Home screen, tap Menu, Settings, Se- 
curity, and Factory Data Reset, and then follow the 
on-screen instructions. 

When the menu system isn't functional, follow 
these phone-specific options to perform a hard reset. 

Dell Venue. With the device turned off, press 
and hold the Volume Up and Volume Down but- 
tons. Without releasing the buttons, press and 
hold the Power button. When the device configu- 
ration screen appears, release all buttons. Use the 
Volume Up or Down button to move the selec- 
tion to Factory Reset. Press the Camera button 
to select the Factory Reset option and start the 
reset process. 

Google Nexus One, Nexus S. Turn the phone 
off. Press and hold Volume Down while you 
press and release the Power button. Use the Vol- 
ume Down button to select Clear Storage from 
the list of options. Press the Power button, and 
confirm your selection by pressing the Volume 
Up button. 

T-Mobile Comet. If possible, back up your data 
to Google's servers by selecting Privacy from the 
Settings screen. Select the Back Up My Data op- 
tion. When the backup is complete, return to the 
Settings screen and select Privacy and Factory Data 
Reset. When prompted, tap Reset Phone, then tap 
Erase Everything. 

T-Mobile G2x. If possible, back up your data 
to Google's servers by selecting Privacy from the 
Settings screen. Select the Back Up My Data op- 
tion. When the backup is complete, power off the 
phone. Press and hold the Power/Lock-Volume 
Down keys for at least 15 seconds. The phone 
should turn back on and perform a factory reset. 

If the screen is frozen, or the phone doesn't turn 
back on, remove the battery, wait 30 seconds, then 
reinstall the battery and try again. 

Motorola Droid. Turn the phone off. Press and 
hold the Power-X keys to force the phone into re- 
covery mode. Next, press and hold the Volume Up- 
Camera key to display the recovery menu. Select 
Wipe Data /Factory Reset from the menu, and then 
select Reboot Phone. 

Motorola Droid Pro, Droid 2 Global. Select 
Settings, Privacy, and Factory Data Reset. When 
prompted, tap Reset Phone to erase all data and 
return the phone to factory conditions. 



Motorola Backflip. Power the phone off. Press 
and hold the Power and Camera buttons. When the 
phone turns on, release the Power button but con- 
tinue to hold the camera button until prompted to 
release it. Next, press the Volume Down button. 
After 15 seconds, a yellow triangle with an excla- 
mation point will appear. With your phone closed, 
tap the bottom-right corner of the display and select 
Wipe Data /Factory Reset. Press OK and follow the 
on-screen instructions. 

BlackBerry (all models). Remove the battery for 
30 seconds. Reinstall the battery and turn the phone 
back on. 

BlackBerry Style, Bold, Storm, Curve, Tour, Torch. 
Click the Options icon on the Home screen. Select Se- 
curity and then Security Wipe. Select all three of the 
available checkboxes to perform a complete wipe and 
reset the device to factory condition. Type the word 
BlackBerry and click Wipe. 

HTC Arrive, HD7, Surround. Press Start and 
tap the right-facing arrow. Tap Settings, About, and 
then tap Reset Your Phone. Tap Yes, and then tap 
Yes again. 

If the screen is frozen, turn the device off. Press 
and hold the Volume Up-Down buttons and briefly 
press the Power key. When the screen displays in- 
structions for resetting the device, release the Vol- 
ume Up-Down buttons. 

iPhone (all models). From the Home screen, 
tap Settings, General, Reset, and Reset All Set- 
tings. This action resets all preferences but retains 
applications and data. If that doesn't work, from 
the Home screen, tap Settings, General, Reset, 
Erase All Content, and Settings. This will delete 
all data and applications and return the iPhone 
to factory conditions. Nokia (all models). With 
your phone powered on or in standby mode, 
type *#7370# and select Yes, when prompted. You 
may need your Lock Code for confirmation. The 
default lock code is 12345. If your phone doesn't 
turn on, try pressing the On /Off button, *, and 
3 simultaneously. 

Microsoft Windows Phone 7 (all models). Press 
Start and tap the right-facing arrow. Tap Settings, 
About, and Reset Your Phone. Tap Yes, and then tap 
Yes again. 

Palm Pre. Open Device Info, tap Phone Reset Op- 
tions, and then tap Full Erase twice. 

If your Palm Pre is frozen, and you are unable 
to use the menus to perform a reset, try running 
the latest version of webOS Doctor (http://ws 
.palm.com/webosdoctor/sorry.htm) to trouble- 
shoot and reset the device. Then follow the on- 
screen instructions. ▲ 
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The Traveler's 

911 Directory 



AIRLINES 



Air Canada 

www. aircanada . com 
mobile . aircanada. ca 
Information and reservations 

(888) 247-2262 
Baggage information 
) 689-2247 



American Airlines 

www.aa.com; mobile.aa.com 
Reservations (800) 433-7300 
TDD (800) 543-1586 
Eight information (800) 223-5436 
Baggage delayed less than five 

days (800) 535-5225 
Ticket refund requests 

(918) 254-3777 

British Airways 

www.britishairways.com 
ba2go.com (mobile) 
Information and reservations 
(800) 247-9297 

Continental Airlines 

ww w. continental .com 




pda.continental.com 
Reservations to U.S. and Mexico 

destinations (800) 523-3273 
Reservations to international 

destinations (800) 231-0856 
TDD (800) 343-9195 
Flight information (800) 784-4444 
Baggage information 

(800) 335-2247 
OnePass frequent flyer 

assistance (713) 952-1630 

Delta Air Lines 

www.delta.com 
mobile.delta.com 
Reservations (800) 221-1212 
Flight information (800) 325-1999 
Baggage information 

(800) 325-8224 
SkyMiles members 

(800) 323-2323 

Frontier Airlines 

www. frontier airlines . com 
Reservations (800) 432-1359 
Customer relations (800) 265-5505 

JetBlue Airways 

www.jetblue.com 
mobile.jetblue.com 

(800) 538-2583 

Lufthansa 

www.lufthansa.com 
mobile.lufthansa.com 
Information and reservations 
(800) 399-5838 

Southwest Airlines 

www. south west . com 
mobile.southwest.com 
(800) 435-9792 
TDD (800) 533-1305 

Spirit Airlines 

www. spiritair. com 

(800) 772-7117 



United Airlines 

www.united.com 
www.ua2go.com (mobile) 
Reservations (800) 864-8331 
International reservations 

(800) 538-2929 
TDD (800) 323-0170 

US Airways 

www.usairways.com 
Reservations to U.S. and Canada 

destinations (800) 428-4322 
Reservations to international 

destinations (800) 622-1015 
TDD (800) 245-2966 
Customer service (800) 943-5436 



VEHICLE 

RENTALS 



Advantage Rent A Car 

www.advantage.com 
Reservations (866) 661-2722 or 

(210) 344-4712 outside the U.S. 
Customer service 

(800) 777-5524 

Alamo Rent A Car 

www.alamo.com 

(800) 462-5266 
TDD (800) 522-9292 

Avis 

www.avis.com 
mobile.avis.com 
Reservations (800) 331-1212 
TDD (800) 331-2323 
Customer service (800) 352-7900 

Budget Rent A Car System 

www.budget.com 
mobile.budget.com 
Reservations in the U.S. 

(800) 527-0700 
Reservations outside the U.S. 

(800) 472-3325 
TDD (800) 826-5510 
Roadside assistance (800) 354-2847 
Customer service (800) 214-6094 

Dollar Rent A Car 

www.dollar.com 
Reservations (800) 800-3665 
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Reservations outside the U.S. 

(800) 800-6000 
TDD (800) 232-3301 
24-hour roadside assistance 

(800) 235-9393 

Enterprise Rent-A-Car 

www. enterprise . com 
Reservations (800) 261-7331 
TDD (866) 534-9270 

Hertz 

www.hertz.com 

hertz.mobi 

Reservations (800) 654-3131 

Reservations outside the U.S. 

(800) 654-3001 
TDD (800) 654-2280 
Extend rental (800) 654-4174 
Billing information 

(800) 654-4173 
Customer relations 
) 777-6095 



National Car Rental 

www.nationalcar.com 
(800) 227-7368 
TDD (800) 328-6323 

Payless Car Rental 

www.paylesscarrental.com 
(800) 729-5377 

Thrifty Car Rental 

www.thrifty.com 
Reservations (800) 847-4389 
Emergency (877) 283-0898 

TRAVEL 

SERVICES 

AAA 

www.aaa.com 
aaa.mobi 

Roadside assistance 
(800) 222-4357 

Expedia 

www.expedia.com 
(800) 397-3342 

Hotwire 

www.hotwire.com 



(866) 468-9473 

OCS (Overseas Citizens 

Services) traveler's hotline 

(202) 647-5225 or 

(888)407-4747 
After-hours emergencies 

(202) 647-4000 

Orbitz 

www.orbitz.com 

mobile . orbitz . com 

) 656-4546 



Priceline 

www.priceline.com 
priceline.mobi 
(800) 774-2354 

Travelocity 

www.travelocity.com 
mobile.travelocity.com 
(888) 872-8356 

HOTELS 



Candlewood Suites 

www.candlewoodsuites.com 
mobile . candlewoodsuites. com 
) 226-3539 



Chase Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 

Choice Hotels International 

(Cambria Suites, Comfort 
Inn, Comfort Suites, 
Quality Inn, Sleep Inn, 
Clarion, MainStay Suites, 
Suburban Extended Stay 
Hotel, Econo Lodge, and 
Rodeway Inn) 

www. choicehotels . com 

(877) 424-6423 

Courtyard Hotels 

www.courtyard.com 
courtyard.mobi 

) 236-2427 



Crowne Plaza Hotels & Resorts 

www.crowneplaza.com 
mobile . cro wneplaza . com 
(877) 227-6963 



Doubletree Hotels 

www. doubletree . com 
doubletree.mobi 
(800) 222-8733 

Embassy Suites Hotels 

www.embassysuites.com 
embassysuites.mobi 
(800) 362-2779 

Four Seasons 
Hotels & Resorts 

www.fourseasons.com 
mobile . f ourseasons .com 
(800) 819-5053 

Hampton Inn Hotels 
& Suites 

www.hamptoninn.com 
hamptoninn.mobi 
(800) 426-7866 

Hawthorn Suites 

www.hawthorn.com 
(800) 527-1133 

Hilton Hotels 

www.hilton.com 
hilton.mobi 
(800) 445-8667 

Holiday Inn 

www.holidayinn.com 
mobile.holidayinn.com 
(888) 465-4329 

Holiday Inn Express 

www.hiexpress.com 
mobile.hiexpress.com 
(888) 465-4329 

Homewood Suites 

www.homewoodsuites.com 
homewoodsuites.mobi 

(800) 225-5466 

Hyatt Hotels & Resorts 

www.hyatt.com 
Hyatt Hotels & Resorts 

(888) 591-1234 
TDD (800) 228-9548 
Hyatt Place (888) 492-8847 
Hyatt Summerfield Suites 

(866) 974-9288 



Marriott 

www.marriott.com 
marriott.mobi 
(888) 236-2427 

Park Plaza 

www.parkplaza.com 
(800) 777-1700 

Radisson Hotels & Resorts 

www.radisson.com 
(888) 201-1718 

Ramada Worldwide 

www.ramada.com 

(800) 272-6232 

Renaissance 
Hotels & Resorts 

www.renaissancehotel.com 
(888) 236-2427 

Residence Inn 

www.residenceinn.com 
residenceinn.mobi 
(888) 236-2427 

Ritz-Carlton Hotels & Resorts 

www.ritzcarlton.com 
(800) 542-8680 

Sheraton Hotels & Resorts 

www.sheraton.com 

(800) 325-3535 

Staybridge Suites 

www.staybridge.com 
mobile . staybridge .com 

(877) 238-8889 

Westin Hotels & Resorts 

www.westin.com 
(800) 937-8461 

Wingate Inns 

www.wingateinns.com 
(800) 228-1000 

Woodfin Suite Hotels 

www.woodfinsuitehotels.com 
(800) 966-3346 

Wyndham Hotels & Resorts 

www.wyndham.com 
(877) 999-3223 
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HTC Creates A 'Magic 7 Tablet 




The HTC Flyer (www.htc.com) has one thing that many modern tablets don't have: a magic pen. You can 
use the pen to draw pictures, take notes during meetings, or even digitally sign documents on the 

Flyer's 7-inch display. The pen isn't the only thing that makes the Flyer special. The 
tablet also features HTC's Sense user interface, which is specifically designed for 
Android smartphones and tablets. You can capture still photos and videos using 
the 5MP rear camera and 1.3MP front camera. Store those photos, videos, and 
more using the Flyer's 32GB of memory, which is expandable with a microSD 
card. And the 1GB of RAM lets you run multiple apps at once without com- 
promising performance quality. The tablet also has a built-in GPS antenna. 
The HTC Flyer will be available in Wi-Fi and 3G models. 

\ o 



One Of The First Chrome Netbooks 

■ Samsung (www.samsung.com) is staying ahead of the curve by releasin 
one of the first netbooks to ship with Google's Chrome operating system 
loaded. The Samsung Chromebook Series 5 is designed specifically for ac- 
cessing the Internet. In fact, Samsung reports that the Chromebook 
boots up in 10 seconds and quickly resumes your previous 
browsing session. It features a 12.1-inch LED screen, a 
built-in IMP Web cam, and a full-sized keyboard. The 
Chromebook also has an Intel Atom processor, 2GB 
of DDR3 RAM, and 16GB of SSD storage. The Chrome 
OS, as well as your downloaded Web apps, will update 
automatically every time you turn on the Chromebook, 
so you always have the latest version of the OS and up-to- 
date apps. The Chromebook Series 5 is available in Wi-Fi ($429) 
and Wi-Fi plus 3G ($499) models. 
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